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1. AHHOoTAUMA

[JaHHbIA OOKYMEHT COAEPXMUT MNpaBuia MNosb30BaHMA CpeacTBa KpuUMTorpad@uueckor 3aliuThbl
mHdpopMmauum (CK3U) «Kpuntollpo CSP» Bepcum 4.0, ero coctaB, Ha3HauyeHME, KJIIOYEBYHD CUCTEMY,

TpeboBaHus no 3awute ot HCA.
JOKyMeHT npeaHasHa4veH ans aAMUHNUCTpPATOpPOB MHMOPMaLMOHHOM 6e3omnacHoOCTH
YUpEeXAEHUIM, OCYLLECTBAAWMX YCTAHOBKY, 06CNyXMBaHME KOHTPOJb 3a cobniaeHmeMm TpeboBaHui

K 3kcnnyatauum cpeactB CK3W, a Takxe agmumHuctpatopaMm CepBepoB, CeTeBbIX pecypcoB
npeanpuaTms n Apyrux paboTHMKOB Ciyx6bl MHPOPMAUMOHHOM 6e30MacHOCTM, OCYLeCTBASIOWMM

HacTponky paboumnx MecT ans paboTbl co cpeacteamu CK3U.

NHCTpYy KLU MK aAMUHUCTpaTopam 6e3onacHoCTH " nosib3oBaTensam pa3NYHbIX
aBTOMaTU3UPOBaHHbIX cucTeM, wucnonwsyrwowmx CK3U «Kpuntollpo CSP» Bepcun 4.0 [OSKHbI
pa3pabaTbiBaTbCa C yyeToM TpeboBaHWMn HacToawmX Mpasu.
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2. HasHaueHue CK3W. YcnoBusa skcnayatauumm

CK3MN «Kpuntollpo CSP» Bepcumn 4.0 npegHasHavyeHO ANs 3aluUTbl OTKpbTOn MHbOpMauum B
MHPOPMALMOHHBLIX CuUCTeMax obuero nonb3oBaHus (BbMUCIEHWME W npoBepka 3M) wn  3awWwuThl
KoHbUAEHUMANbHON WHQOpMaLMN, He CcoAepXalel CBeAeHMNW, COCTaBAAWMX FOCyAapCTBEHHYIO
TalHy, B KOpnopaTMBHbIX WHGPOPMAUMOHHBIX cucTeMax (wudpoBaHne U pacwmdpoBaHme
WHpoOpMauun, BbMUCIIEHME U NPOBEpPKa WMWUTOBCTABKW, BbMUCIEHME 3HAYEHUS X3LW-dYyHKLNK,
BblMMCNEHNE W NpoBepka 3I).

Mpn skcnnyaTtaumm CK3U «Kpuntollpo CSP» Bepcun 4.0 [osmKHbI BbINOSHATLCA Clieaylolne
TpeboBaHuUs:
—  CpeacTtBamm CK3U He ponyckaetcs obpabaTtbiBaTbh MHMDOPMALIMIO, COAepXallyto CBEAEHWUS,
COCTaBNsALWMe rocygapCTBEHHYIO TalHy.
— [onyckaeTtcs wucnonb3oBaHne CK3U ana kpuntorpaduyeckonm 3alliuTbl MepCcOHabHbIX

AaHHbIX.
- KnwoueBasa nHdbopMauus aBnseTcs KoHOMAEHLWAIbHON.
— Cpok pgenictBus knodya npoBepku DIl - He 6onee 15 neT nocjlie OKOHYaHWUS Cpoka

OENCTBUS COOTBETCTBYOWeEro kawoda 2Irl.

— BHewHss ramMa, ucnosblyemas 478 MWHULMAAM3aALWM COCTOSIHMS nporpamMmHoro [CH,
ABNAETCS KOHPUAEHUNANTBHON.

- CK3M OO/MKHO MCNOMb30BaTbCH co cpeacTtBaMu AHTMBUPYCHOM 3alUuThI,
ceptudmumpoBaHHbiMu ®CB Poccun. B cnyyae uX OTCYTCTBUS peKOMeHAyeTcs Mo
BO3MOXHOCTU WCMOJSIb30BaTb CYLECTBYOLWME aHTUBUPYCHble cpeacTBa 3awmtbl. Knacc
AHTMBUPYCHbIX CpeacTB 3alluMTbl onpegenseTcs ycsioBusMm akcnnyataumm CK3UW B
aBTOMaTU3NPOBAHHbLIX CUCTEMaX.

— PasmeweHne CK3M B nomeweHnax, npegHasHa4vyeHHbIX ANS BeAeHUSA MeperoBopoB, B Xoae
KOTOPbIX obcyxpaatoTcs BOMpPOCHI, coaepxaume cBefeHus, cocTasnsawoLlimne
rocyAapCcTBEHHYIO TaliHy, OCYLLEeCTBAAETCS YCTaHOB/IEHHbIM MNOPSAAKOM.

— T3BM, Ha koTopbix wucnonbsyetrca CK3U, pomkHbel 6bmMb gonyuweHbl gnas obpabotku
KoHpuAeHUWanbHONM  WHGpoOpMaumn no  AencteytowmuMm B Poccuinckon ®deaepauum
TpeboBaHUAM Mo 3awmte nHbopMauum OT YyTEYKU MO TEXHUYECKUM KaHasaM, B TOM 4ucne,
no kaHany ceasu (Hanpumep, CTP-K), ¢ yyeToM Moaenu yrpo3 B WHMOPMaLMOHHOM
CUCTEME 3aKa3uymKa, KOTOpPbIM AOSKHO NMpoTMBOCTOATL CK3W.

—  WHcTtannauma CK3U Ha paboumx MecTax AO/HKHA NPOM3BOAUTLCS TONbKO C AUCTpubyTuBa,
MOJTY4EHHOr0 MO AOBEPEHHOMY KaHasy.

— BcTpaumBaHune CK3U B gpyrue cpeacTBa BO3MOXHO TOJSIbBKO C WCMOSIb30BaHUEM (DYHKLUN,
yKaszaHHbiX B [puioxeHun 2. B cnydyae wWCNOAb30BaHUS MNPOYMX BbIBOBOB (QYHKLMUN
nMporpaMMHbIX UHTepdelicos (ypoBHen BcTpamBaHus) CK3U Heobxoaumo npomsBoauTb
pa3paboTky otaenbHoro CK3M B COOTBETCTBUM C AENCTBYIOLEN HOpMaTuBHOW 6a3on (B
yacTHocTn, c lMocTaHoBneHuem [paButenbctBa Poccuiickon ®depepauum ot 16 anpens
2012 r. N° 313 wu TlonoxeHnmem o pa3paboTke, nNpou3BOACTBE, peanusauum u
akcnayatauum wudposBanbHbiX (Kpuatorpadumyeckmx) cCpeacTs  3awWwuTbl MHGOpMaLMn
(MonoxeHue MK3-2005)).

—  Npun akcnnayataumm CK3W O0/KHbI MCNOAb30BATbCS TOAbKO CepTUdUKATbl OTKPbITbIX
KJIIOYEN, BbIMyLlEHHblE AOBEPEHHbIM OpraHoM cepTudukauumm. B kayecTBe Takoro opraHa
AOMKeH BbIcTynaTtbe cepTuduumposaHHoii ®CBb Poccum YpocTtoBepstowmin ueHtp (YLU),
BbiMycKawowWwmn ceptudukatbl 1 NOAAEPXKUBAKOLWMA CANCKN OTO3BaAHHbIX CepTudUKaToB B
cooTBeTcTBMM C Pernamentom VYL, a Takxe cnyxba KOpnopaTMBHOM CUCTEMBI,
obecneunBatowas [AOBEPEHHbIE CMNPAaBOYHUKU CepTUDMKATOB OTKPbITbIX K/YEN C
NnoAAEPXKKOM aKTyallbHOCTU BKJ/IIOYAeMbIX B CMPaBOYHUKM CepTUdMKaTOB.



XKXTAN.00087-01 95 01. Kpuntollpo CSP. lNpasuna nonb3oBaHus

Mopsinok opraHmsauum un obecnedeHne 6e3onacHOCTM XpaHeHus, o6paboTku M nepegayn no
KaHanaM CBS3M C WCMOJSIb30BaHMEM CpeACTB KpunTtorpaduyeckor 3awwunTbl MHbDOPMaUUM CBeAEHUN,
cocTaBnAwWmMX KoHbduaeHUanbHyto MHDOPMaL KMo, OCYyLWEeCTBASEeTCS B COOTBETCTBUM C AOKYMEHTaMMU
«MHCTpyKumna o6 opraHusauum n obecneyeHnn 6e30MacHOCTU XpaHeHusi, 0bpaboTkM KU nepegauun no
KaHanaMm CBS3M C  WUCMOMb30BaHMEM CpeacTB  KpunTorpaduyeckor 3sawutbl uHbOpMauum C
OrpaHUYEHHbIM AOCTYMOM, He coAepXalwel CBeAeHMN, COCTaBASAKWMX FOCYAapCTBEHHYH TanHy»
(MNpukaz ®AMCU N 152 ot 13 wutoHa 2001 roma), «MonoxeHme o pa3paboTke, NpPoOU3BOACTBE,
peanusauum u skcnayatauum wmdposasnbHbix (KpynTorpaduyeckmnx) CpeacTs 3awuTbl MHdoOpMaunum»
(Npukasz ®CBb Poccum N2 66 ot 9 deBpana 2005 roga) v ApyrMMM pPyKOBOASILLMMU LOKYMEHTaAMMU MO
obecneveHntio 6e30NacHOCTU MHGPOPMALLUN.

CK3n «Kpuntollpo CSP» Bepcun 4.0 MOXHO 3KCNJyaTupoBaTb CO cleayouwmmu
NporpaMMHbIMK nNpoaykTamMu 6e3 npoBeAeHMS AOMOJSIHUTENbHBbIX TeMaTUUYEeCKUX WUCCeAoBaHui u/wmnm
OUEHKW BUSAHUA:

—  npunoxenus, Bxoasme B coctas OC;
- MS Outlook (Office 2003, Office 2007, Office 2010, Office 2013);
— cepsep IIS;

Cneaywouwme nporpaMmmHble kKoMmnoHeHTbl CK3U  «Kpuntollpo CSP» Bepcun 4.0 MOXHO
ncnonb3oBaTb 6e3 NpoBeAeHUS AOMOJSIHUTENbHBIX TeMaTUYEeCKUX UCCNedoBaHNI:

—  NpPWUNOXEHMe KOMaHAHOM CTPOKMW AN noAnvcu u wndposaHus daknos cryptcp;
—  MpUNOXeHWe KOMaHAHOW CTpoku ans paboTbl ¢ cepTudmkatamm certmgr;
—  npunoXxeHue ana cosganua TLS-TyHHens stunnel.

Ncnonb3oBaHne CK3U «Kpuntollpo CSP» Bepcun 4.0 C BbIK/IIOYEHHBLIM PEXWUMOM YCUTIEHHOMO
KOHTPO/IS WCMONb30BaHUA KJOYel He JonyckaeTcs. BkayeHne [AaHHOrMO peXxuma onuvcaHo B
AokyMeHTax XTHAM.00087-01 91 02. PykoBOoACTBO aAMMHUCTpatopa 6e3onacHocTtu. Windows,
XTAM.00087-01 91 03. PykoBoaAcTBO aaMuHUCTpaTopa 6e3onacHocTu. Linux, XXTSAW.00087-01 91 04.
PykoBoactBo aagMuHucTpaTopa 6e3onacHocTtu. FreeBSD, XTSAW.00087-01 91 05. PykoBoACTBO
aaAMMHUCTpaTopa 6e3onacHocTu. Solaris, XTAMN.00087-01 91 06. PykoBoACTBO aAMMHUCTpaToOpa
6e3onacHocTu. AIX, XTSN.00087-01 91 07. PykoBoacTBO aaMMHUCTpaTopa 6e3onacHocTu. Mac OS.



XKXTAN.00087-01 95 01. Kpuntollpo CSP. lNpasuna nonb3oBaHus

3. Mopsapok pacnpocrpaHeHua CK3U

YcTtaHoBo4Hble Moaynm CK3U «Kpuntollpo CSP» Bepcun 4.0 n KOMMIEKT 3KCMayaTauWOHHOM
AOOKYMEHTauumM K HeMy MOryT MOCTaBfsATbCSA MONb30oBaTesito YMNOJNHOMOYEHHOM OpraHusauuen AByMs
cnocobamu:

1) Ha HocuTene (CD, DVD-guckn);
2) nocpeacTBOM 3arpy3ku yepes MIHTepHeT.

Ons nosiyyYeHus BO3MOXHOCTH 3arpysku YCTaHOBOYHbIX MoAaynemn CK3M
«Kpuntolpo CSP» Bepcun 4.0 M KOMMAeKTa 3SKCMAyaTauMOHHOW AOKYMEHTauun noJsib3oBaTesib
HanpaBfiseT CBOM Y4YEeTHble AaHHble YMNOJHOMOYEHHOM OpraHmMsauun. YuyeTHble AaHHble MOryT 6bmb
HanpasJ/ieHbl MOCPeACTBOM 3arofIHEHUSA CheynanmanupoBaHHOM perucTpaumoHHoOn GopMbl Ha cauTte
YNO/THOMOYEHHOM OpraHu3auuu.

Mocne nony4vyeHus  YMNOSHOMOYEHHOMW  OpraHuM3auuen Yy4YeTHbIX [AaHHbIX MoSb30BaTesto
npegocTtaBngercs AOCTyn Ha CTpaHuuy 3arpysKku YCTAHOBOYHbIX mMoaynen CK31
«Kpuntollpo CSP» Bepcun 4.0 1 KoOMnNeKkTa 3KCrjyaTauMoOHHOM AokymeHTauun. [lpu 3arpyske
rnosb3oBaTesnieM yCTaHOBOYHbIX Moaynen CK3U  «Kpuntollpo CSP» Bepcun 4.0 1 KOMMIeKTa
3KCMIyaTaunoHHOM AOKYMeHTauumM YNOJIHOMOYEHHOW OpraHu3aumnelil NpMcBamMBaeTCs YYETHbIA HOMeEp,
MAeHTUOULNPYOLW NI aKk3eMnnsap CK31 «Kpuntollpo CSP» Bepcun 4.0, npeaocTaB/IEHHbIN
nosb3oBaTesto.

Ha cTpaHuue 3arpy3ku BMecTe C gUCTpnbyTMBOM M AOKYMEHTaUMel pasMellaeTcs oTAes/IeHHas
3/1eKTPOHHasA noanucb (MUCKAoYeHne: ancTpubytTmebl Ha OC Windows AONONHMTENbHO coaepxaT B
cebe 3HauyeHue noanucu B opmaTte Microsoft Authenticode), ans npoBepkm KOTOpoW Heob6xo0AMMO
MCMONb30BaTb YTUANTY cpverify, Nony4YeHHylo AOBepeHHbIM 06pa3oM M CoAepXKallylo KoY NpoBepKU
OAHHOW 3N1eKTPOHHOW Moanucu.

YcTtaHoBka CK3W «Kpuntollpo CSP» Bepcun 4.0 Ha paboyee MecTO MONb30BATENS MOXET ObiTb
ocyllecCcTB/IEHA TOJIbKO B CJ/lyyae MNOATBEpPXAEHUS LesIOCTHOCTU MOJSyYeHHbIX YCTaHOBOYHbIX MOAYNEN
CK3M «Kpuntollpo CSP» Bepcun 4.0 n skcnayaTauMOHHOMN AOKYMeEHTauuu.

1. CpeactBo KOHTpons uenocTtHocTu (cpverify.exe) nepBOHayanbHO [OJ/KHO 6bIMb
nosyyeHo nosb3oBaTeneM Ha usndeckom Hocutene B odwuce komnaHum 00O
«KPUMTO-MPO», nambo y odwuumanbHOro agwnepa. Takas yTwiMTta cuuTaeTcs
nosy4yeHHon pAoBepeHHbM o6pa3oM. [anee nony4YeHHOW AOBEpeHHbIM o06pa3om
npu3HaeTCsa o4yepenHas Bepcus YTWIUTbl, nosydeHHas nobbim obpa3oMm, Hanpumep,

|..| CKayeHHasa c canta www.cryptopro.ru, npm ycnoesmm, 4to oHa 6buia npoBepeHa ApyrvM
‘- 9K3EeMNAAPOM YTUNUTbI, MOJSIyYEHHbIM paHee AOBepeHHbM o6pa3oM, M npoBepka 6buia
yCMeLwHomn.

2. Koy npoBepku 3, a Takxe uHdopMauus o0 HeM (gaTa CO34aHus, aJroOpuUTM X3LW-
dyHKUMKN, unaeHTudUKaATOp anroputMa noannCKM) 3anucCbiBaAlOTCS B MUCXOAHbIM KoA
YyTUINTbI Ha 3Tane cbopku.
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4. OCHOBHbIE TEXHUYECKMNE AaHHbIE U XapaKTEepPUCTUKMH

4.1. NMporpaMMHO-annapaTtHbie cpeabl PyHKUMOHUpoBaHua CK3MWU:

23360

Windows

BkntouaeT nporpaMMHO-annapaTHbie cpeabl:

- Windows 7/8/8.1/Server 2003/2008 (x86, x64);
- Windows Server 2008 R2/2012/2012 R2 (x64).

LSB Linux

Bknouwaetr auctpubyTumBbl Linux, yaosneTBopsiowme crtaHgapTy Linux Standard Base ISO/IEC
Bepcun LSB 4.x:

- CentOS 4/5/6/7 (x86, x64, POWER, ARM);

- T4 OC AUC ©CCIN Poccum (GosLinux) (x86, x64);

— Red OS (x86, x64);

— Fedora 19/20 (x86, x64, ARM);

— Mandriva Enterprise Server 5, Business Server 1 (x86, x64, ARM);

— Oracle Linux 4/5/6/7 (x86, x64);

— OpenSUSE 13.2, Leap 42 (x86, x64, ARM);

—  SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64, POWER, ARM);
— Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM);

—  CuHTe3-0OC.PC (x86, x64, POWER, ARM);

— Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10 (x86, x64, POWER, ARM);
—  Linux Mint 13/14/15/16/17 (x86, x64);

— Debian 7/8 (x86, x64, POWER, ARM);

— Astra Linux Special Edition (x86-64).

Unix

BkntoyaeT nporpaMMHO-annapaTHble cpeabl:

—  ALT Linux 7 (x86, x64, ARM);

— ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
- POCA XPOM/KOBANbLT/HUKEJIb (x86, x64);

— Red Hat Enterprise Linux (RHEL) Version 3 Update 3 (x86, x64);

—  FreeBSD 9, pfSense 2.x (x86, x64);

- AIX 5/6/7 (POWER);

-  Mac OS X 10.7/10.8/10.9/10.10/10.11 (x64).

Solaris

BkJitoyaeT nporpaMMHoO-annapaTHble cpeabl:

— Solaris 10 (sparc, x86, x64);
— Solaris 11 (sparc, x64).

i0S

BkntoyaeT nporpaMMHo-annapaTtHble cpejbl:

- Apple iOS 6.0/6.0.1/6.0.2/6.1/6.1.2/6.1.3/6.1.4/6.1.5/6.1.6/7.0/7.0.1/7.0.2/7.0.3/7.0.4
/7.0.5/7.0.6/7.1/7.1.1/7.1.2/8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/
9.0.1/9.0.2/9.1/9.2/9.2.1 (ARM, arm64, arm7s).

4.2. KnroueBas cucteMa M KJ1loueBblie HOCUTeNu



XKXTAN.00087-01 95 01. Kpuntollpo CSP. lNpasuna nonb3oBaHus

CK3N «Kpuntolpo CSP» Bepcun 4.0 sABNAETCA CUCTEMOMW C OTKPbITbIM pacnpeaeneHnem
KJIIOYEN Ha OCHOBE aCUMMMETPUYHOM KpunTorpadum C UCMOsb30BaHWEM 3aKpbITOro Kj4va Ha OAHOM
CTOPOHE M COOTBETCTBYIOWENO EMY OTKPbITOro KJjto4Ya Ha ApYyrov CTOPOHe.

Monb3oBaTeNb BKJAOYAeTCas B CUCTEMY W UCK/IHOYAETCS U3 Heé YyCTaHOB/IEHHbIM
YA0CTOBEPSIOWNM LLEHTPOM MOPSAAKOM.

Monb3oBaTenb, obnagatowmin nNpaBoM nognucu u/vnam wnudpoBaHMS AaHHbIX, BblpabaTbiBaeT
Ha cBoeM paboyeM MecTe WM nony4vaeT Yy aaMMHMCTpaTtopa 6e3onacHocTu (B 3aBUCUMOCTM OT
MPUHATON MOANMTUKM 6e30MacHOCTU) JINYHbIE 3aKpbMbii KoY (KAod 3M) M OTKPbITbIA KoY (KoY
npoeepkn 2I1). Ha OCHOBe KaxAoro OTKpbIToro kaw4a (knwo4va nposepku II) YaocToBepsOWMUM
LleHTpoM cdopMupyeTcs cepTudmKaT OTKpbITOro kada (ceptudukaT ka4va nposepku 3I).

4.2.1. KnoyeBon HOCUTENb

B kauecTBe kAKOYEBbLIX HOCUTENEN MCNONb3YOTCA:

- M4 3,5”, USB gucku;

— CmapTtkaptbl GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- eToken, Jacarta;

— USB-TokeHbl PyTokeH 3UIM (Flash, Bluetooth), PyTtokeH Lite Rutoken S;

— CMapTkapTbl PyTokeH Lite SC, PytokeH 3L SC;

— PyTOoKeH S;

- Novacard;

— CmaptkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CmapTkapTa Y3K;

— CmapTtkapTta MS_KEY K;

— ESMART Token;

— Cmaptkaptbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;

— CMmaptkapTbl AnnoT INPASPOT Series, SCOne Series;

- Pasgen HDD TM2BM (B Windows - peecTp);

- Wpentndukatopel Touch-Memory DS1995, DS1996.

Ncnonb3oBaHuMe  KOYEBbIX HOCUTENEen B  3aBUCUMMOCTM  OT  MpOrpaMMHO-annapaTHoOw
nnatdopmbl oTpaxeHo B XTHAN.00087-01 30 01. CK3U «Kpuntollpo CSP 4.0». ®opmynsap, n. 3.8.

1. XpaHeHune 3akpbirbix Katoyen Ha HDD M2BM mn USB auckax (B peectpe OC Windows, B
pasgene HDD npum pabote nog ynpasneHneMm gpyrnx OC) gonyckaeTcs TOMIbKO Npu
ycnosun pacnpocTtpaHeHuss Ha HDD, USB auck wnu Ha [M2BM c¢ HDD TpeboBaHuMi no
obpaweHuto ¢ knaw4yeBbiMM HocutTenamm (n.6.7 XTHAN.00087-01 91 01. PykoBoacTBO
aaAMMHUCTpaTopa 6e3onacHocTm obuwas 4YacTb).

AN

2. Bce BbllenepeyncieHHble HOCUTENN WUCMONb3YTCAA0MKHbI MCMNOSb30BaTbCs TOJIbKO B
KayecTBe MNaCCUMBHOIO XpaHunuwa KJ4YeBOM UHGOpMaumm 6e3  MUCnosib30BaHUS
KpunTorpadmMyecknx MexaHM3MOB, peasiM30BaHHbIX Ha CMapT-KapTe/TOKEHe.

3. Ucnonb3oBaHue HocuTenen Apyrnx TUNOB - TOSIbKO Mo cornacosaHuio ¢ ®CB Poccum.

4.2.2. PazMepbl U CPOKU AENCTBUS KITKOUEN

ONVHbI KNOYen 31eKTPOHHOW NOANUCHK:

—  KJI0Y 3JIEKTPOHHOW MOANUCH 256 nnun 512 6ur;
—  KJ1I0Y NpOBEPKM 3NEKTPOHHOM NOAMNUCH 512 nnn 1024 6wur.

ONvHbl KNKoYel, NCNoNb3yeMbiX NpU WKdpoBaHUM:
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—  3aKpbITbi KJOM 256 6uT wam 512 6uT;
—  3aKpbITbih KAKOY 512 6ut nnn 1024 6uTa;
—  CUMMETPWYHbIA KoY 256 6ut

Mpu skcnnyatauum CK3U «Kpuntollpo CSP». Bepcus 4.0 gomxHbl cobniogaTbcs creaytouime
CPOKM MCNOJIb30BaHMUSA MONb30BaTENbCKUX 3aKPbITbIX KAO4Yen n ceptudukaTos:

MaKCUMalbHbIM CPOK AENCTBMSA 3aKpbiroro kwda 3M-256 (kntoua 3M) - 1 roa 3 Mecsua;

—  MaKCUManbHbI® CPOK AENCTBMUS 3aKpbroro kiatoda 3M-512 (kntoua 3M) - 1 roa 3 mecsua;

—  MaKCUManbHbIM CPOK AEUCTBUS OTKpbITOro knw4a 2IM-256 (knwouda nposepkn IIM) - 15
net;

—  MaKCUManbHbIM CpPOK AENCTBUS OTKpbIToro knw4a 3lM-512 (knwoda nposepkm IM) - 15
nert;

—  MaKCUMasbHbI CPOK AEWCTBUS 3aKpbTbiX W OTKPbITbIX KAlo4Yen obmeHa - 1 roa 3 mecsua.

Mpu ¢hopMMPOBaAHUM 3aKpbITOro Kjkouya B KOHTEMHEpP 3anuCbiBAaeTCs AaTa UCTEUYEHUS Cpoka
OEeNCcTBUS 3TOro KJk4Ya, MO UCTEYEeHMM KOTOPOro B 3aBMCMMOCTM OT HacTPOEK rpynnoBOi MONUTUMKMK
BO3MOXHbI pa3/inyHbie BapuaHTbl MCMOJSIb30BAHMS 3TOro KJoya.

— 3HauyeHme <«0» rpynnoBOM MOJUTUKM He HaKNagbiBaeT HUKAKMX OrpaHUYeHWin Ha

NCMOsIb30BaHWe KIO4a;

— 3HauyeHune «1» rpynnoBoOi MOAUTUKM 3anpewaet dopmupoBaHme 3 n wudpoBaHe B
KOHTEKCTE 3TOro k/w4ya (BO3MOXHO pacwundpoBaHHble paHee 3awmdpoBaHHbIX
coobLeHunn);

—  3HauyeHue «2» rpynnoBOW MONUTUKM 3anpelwaeT aobbie AENCTBUSA C 3aKPbTbiM KJIHO4YOM.

Cpok gencteusa knaoda 6epetcsa ns (B nopsiake yMeHblleHUs npuoputeTa):

—  paclwuMpeHus KOHTelHepa Kwua;
—  pacwuvpeHus cepTudukaTa Ka4a;
—  [haTbl co3faHua Knda + 1 rog 3 Mecsua.

Ons onepauuoHHbX cucteM rpynnbl Windows BbiCTaBuUTb Heob6xoauMoe 3HauyeHWe rpynnoBoOW
MOANTUKN MOXHO B PepakTtope 0OKanbHOW rpynnoBon nonauMtukum (BeimonHutb -> gpedit.msc), B
pasgene <«Kmaccuyeckme agMuMHUCTpaTmBHbie wabnonbl (ADM)». [Ona  kaw4yen anroputMa
MOCT P 34.10-2001 Heob6x0AMMO M3MEHWUTb 3HAYeHMEe KJlo4ya peecTpa

HKEY _LOCAL_MACHINE\SOFTWARE\Policies\Crypto-Pro\CSP\ControlKeyTimeValidity2001.
BoicTaBnieHne 3HadeHuss «0» ans knwoden anroputma FOCT P 34.10-2001 He gonyckaeTcs.

Ona knoden anroputma NOCT P 34.10-2012 kak ana KopoTkux (256 6uT), Tak n Ansa OJNHHbIX
(512 6uT) HeobXx0ANMO M3MEHUTb 3HAYEeHMWEe KJto4a peecTpa

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Crypto-Pro\CSP\ControlKeyTimeValidity2012.

HacTtpoiika CK3UW pna ocTtanbHbix OC ocywecTBAseTca C NOMOWb yTuamTbl cpconfig ¢
MOMOLLbIO KOMaHAbI

cpconfig -policy -set ControlKeyTimeValidity2001(2012) -value <3HadeHue>.

4.2.3. XpaHeHue K4YeBbIX Hocuteneun

Mpy XpaHeHUM K/loYeln HeobxoAMMO 06ecrneynTb HEBO3MOXHOCTb [OCTyMNa K KJ/OYeEBbIM
HOCUTENAM He [OMNyLWEHHbIX K HUM nuuy. Monb3oBaTenb HECEeT MepPCOHasbHYyt0 OTBETCTBEHHOCTL 3a
XpaHeHWe NINYHBIX KJIIOYEBLIX HOCUTENEN.

3anpelaeTcs OCTaB/sATb 6€3 KOHTPOJIS BbMUCIUTE/bHbIE CpeACcTBa C YCTaHoBJsieHHbM CK3U
nocsie BBoAa K/to4eBOW MHGOpMaLuu.



XKXTAN.00087-01 95 01. Kpuntollpo CSP. lNpasuna nonb3oBaHus

B cnyyae UEHTpPanu30BaHHOrO  XpaHeHWUs  KJYEBLIX HOCUTENei B opraHusauuu,
akcnnyatupyowern CK3W, agMMHUCTpaTop 6e3omacHoOCTU (eC/IM OH MMEeTCs) HEeCeT MepCOoHasbHYo
OTBETCTBEHHOCTb 3@ XpPaHEHME NINYHbIX KJIIOUYEBbIX HOCUTENEN Nosib3oBaTeneil.

Mpn xpaHeHun knwodven B peectpe Windows m Ha HDD [9BM TpeboBaHWsS MO XpaHEHUIo
NIMYHBIX KJ/IIOYEBBIX HOCUTEeneln pacnpocTpaHstTca Ha M2BM (HDD M3BM) (B TOM 4ucie u nocne
yAaneHusa kiwyen ns peectpa, us HDD).

B cnyyae HEBO3MOXHOCTU OTUYXAEHUS KJIHOYEBOro HOCUTENs C KAK4YeBOW MHMOpMauuen ot
M5BM  opraHmM3auMOHHO-TEXHUYECKMMM  MeponpuaTuUsaMM  JO/MKeH  ObTb  WUCK/OYEH  JOCTyn
Hapywutenen kK MN2BM c knwouyamu.

Monb3oBaTenb, MMeEWWn AENCTBYOLWMA cepTUdUMKaT M COOTBETCTBYOWMIA eMy kawod 2OI1, B
noboli MOMeHT BpeMeHu (HO He no3gHee Henenu) A0 OKOH4YaHWUS CpoKa AEWCTBUS AENCTBYHOLLErO
3aKpbITOro KJto4a, MOXeT npousBecTu popMnpoBaHme HOBOro katoda I,

dopMmpoBaHue HOBOro kiwda 3l, 3anpoca Ha ceptudwukaT, nepegada 3anpoca B LP wu
nonyyeHue ceptudukata NpouU3BOAUTCS COIMMACHO MNOC/eA0BaTesIbHOCTM, OMNUCaHHOM B pasgene 8.5
«DopMMpoBaHMe Ki4Yer nonb3oBaTens» AokyMmeHta XTAM.00087-01 91 01. «Kpuntollpo CSP.
PykoBoACTBO aAMUMHUCTpaTopa 6e3onacHocTU. Obuas 4acTb».

KntoueBble HoCUTENW C KoUYoM 3Il1, CpoK AENCTBUA KOTOPOro UCTEK, YHUUTOXATCHA MyTeEM
nepecdopMaTmMpoBaHust (OYUCTKKN), O YEM AENAETCS 3anucb B «XKypHasie Nosib30BaTeNs CeTu».

K C06bITVIF|M, CBA3aHHbIM C KOMﬂpOMeTaLlMeIz Kao4en OTHOCATCA, B 4YaCTHOCTHU, cneagyrouwmne:

—  MOTeps K/YEBbIX HOCUTENENR;

—  NoTeps KJ4YEeBbIX HOCUTENEeN C Ux nocrenywwmM obHapyXXeHneM;

—  YBOJIbHEHWE COTPYAHWMKOB, UMEBLUMX AOCTYMN K KAOYEBOW MHGOpMauun;

—  HapyweHue TnMpaBWI XpaHEHUS W YHUYTOXEHMS (MoC/e OKOHYaHUS CpoKa AeNCTBuUSA)
3aKpbITOro K/woua;

—  BO3HMKHOBEHME MOAO3PEHUIN Ha yTeuyKy MWHPOpMaUMM WA ee UCKaXeHue B Cucteme
KOH(dMAeHUManbHOW CBA3N;

—  HapylweHue nedaTm Ha cende C KIKYEBbIMU HOCUTENSMNA;

— C/y4Yaun, Korga Henb3s [AOCTOBEPHO YCTAHOBWUTb, 4YTO MpPOM3OWAO C KJ/KYEBbLIMU
HocuTenssMn (B TOM 4ucie Criyvyaum, Korga KJ4YeBOW HOCUTENb BblWesa W3 CTpos U
[OKasaTeNlbHO He OMnpoBeprHyTa BO3MOXHOCTb TOr0O, 4YTO, AaHHbIA dakT npousowen B
pe3ynbTaTe HECAaHKLMOHMPOBAHHbLIX AENCTBUIA 3/10YMbILLSIEHHMKA ).

PasnuuatoTcsa ABa BMAa KOMMPOMeTauWW 3aKpbTOro kj4a: ssBHas W HesiBHas. [lepBble
yeTbipe CO6bTUS TPaAKTYOTCA KakK sBHas KoOMMpoMmeTauus kiwodven. Cnegyowme Tpu TpebytoT
crneuunanbHoOro pacCMoOTPEeHUs B KaXKA0M KOHKPETHOM clly4ae.

I‘Ipm KOMMpoMeTauunnm CBOEro KJko4a noJsib3oBaTeE/ b AO0J/IXKEH HEMEANTIEHHO NMPEKPATUTb CBA3b MO
ceTu C ApyrMMm nonb3oBaTtensMmu. [lpy 3ToM nonb3oBaTesnb (MaM agMuHMCTpaTtop 6e3onacHocTu
opraHusauun) pomkeH HemepneHHo umseecTutb LIP (YL) o koMnpomeTauuu Knawoya nonab3oBaTtens.
NHdpopMaumsa o KoMmmpoMmeTauunm MOXeET nepegaBaTbcs B YL no TenedoHy c coobueHmem 3apaHee
YCJ/IOBJIEHHOrO Maposid, 3aperncTpupoBaHHOro B «KapTouke onoBelleHMA O KOMMpoMeTauum».

Mocne KoOMMNpoOMeTauMn KJYeN Mosb3oBaTeslb POPMUPYET HOBbIA 3aKpbITbil K04 U 3anpoc
Ha cepTudwukaT. Tak KaK Mosb3oBaTe/lb HE MOXET MCMNO/b30BaTb CKOMMPOMETUPOBAHHLIA K/IOY AN
dopmupoBaHma Il M nepepgaym 3anpoca B 3awWULEeHHOM Buae MO CeTW, 3anpoc Ha cepTtudukaTt
BMecTe C 6/1aHKaMu AOCTaBNSIETCH NIMYHO Nosb3oBaTenem (agMmMHMCTpATOpoM 6e3onacHoCcTH) B LieHTp
Pernctpauyun.

Mpn xpaHeHun knto4ven Ha HDD [M2BM Heob6XxoAMMO MCMNO/b30BaTb MaposibHYO 3alUuTY.

CK3UM MoxeT dyHKLNOHMPOBATb U XPaHWUTb K/HOUYEBYO MHPOPMALIUIO B ABYX pexuMmax:
10
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1) B MamMaTy NpUNOXeHUs;
2) B «Cnyx6e xpaHeHus1 KJlO4Yeli», peannsoBaHHON B BMAE CUCTEMHOMO CEpBMUCA.

Kntounm HaxoAsTCs B K3LWeE A0 3aBEpLUEHUS MPUIOXKEHUS WM A0 BbIK/IIOYEHUS KOMMbOTEpPaA
(ocTaHOBKM CNyx6bl), 4UYTO TMO3BONSAET MWCMOMb30BaTh 3aKPbITbii KJOY Ja)Xe [Mocse 3aKpbmus
KpunTorpamn4eckoro KOHTEKCTa.

OyHKUMOHMPOBaHNe wun xpaHeHue kaoden CK3U «Kpuntolpo CSP» Bepcun 4.0 B <«Cnyxbe
XpaHeHus Kadyen» obecneymBaeT AOMOAHUTENbHYH 3awWuTy KAYEBOW WHGOpMauunm OT ApYyrux

MPWIOXEHNIN, BbINONHAKWMXCA Ha [DBM, HO MOXET He3HAYUTENbHO 3aMensiNTb MPOU3BOAUTENBHOCTb
CUCTEMBI.

B cnyyae Heob6xoAMMOCTW NpOBeAEHMS PEMOHTHbBIX M perfaMeHTHbIX paboT annapaTHOM YacTwu
CK3W/COK Heobxogumo obecrneuymTb HEBO3MOXHOCTb AOCTyNa Hapywutensa K  KJ/4YeBOWN
MHpopMauum, cogepxawencsa B annapatHon 4vactm CK3U/COK. KoHKpeTHbI nepedvyeHb Mep AOJIKEH
6bMb onpeaeneH UCXOAs M3 yCnoBuh akcnayaTauum CK3U.

4.2.4. YHNYTOXEHUE KITHOUYEN HA KJTHOYEBbLIX HOCUTENAX

Kntoun Ha knouveBbiXx HocutTensax (Bknwdas Touch Memory u cMapT-KapTbl), CPOK AeNCTBUSA
KOTOPbIX UCTEK, YHUYTOXAalTCHA NyTeM nepedopMaTMpOBaHMs KA4YeBbIX HOcuTenen cpeacteamu MO
CK3W, nocne 4ero KWYEBble HOCUTENM MOMYT MCMOAb30BaTbCA A5 3anMCU Ha HUX HOBOM KHOYEBOW
nHpopmavuuu.

06 YHWUTOXEHUM KIOYEN AenaeTcsd COOTBETCTBYHLWAs 3anucb B «XypHane nonb3oBaTens
cetn» (cMm. BepgeHme >xypHanos n.8.11 XTAM.00087-01 91 01. Kpuntollpo CSP. PykoBOACTBO
aaMumHucTpaTopa 6esonacHocTu. Obwasa yacTb).

11
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5. CoctaB CK3U1

NcnonHeHne 1-Base knacca 3awutbl KC1 BbINONHEHO B CliegyloweM CcOoCTaBe:

KpunTonposanaep;

Kpuntoapansep;

MoAy/ib ceTeBon ayTeHTudumkaumm (Kpuntollpo TLS);

Moaysib obpaboTku cepTtudmkatoB n CMS npoTtokona;

yTunuta BblpaboTKN BHELUHEN raMMbl;

yTWInTa KOMaHAHOMW CTpoKM Ansa wudpoBaHms ¢ainos;

YTUINTa KOMaHAHOM CTpoKM ans paboTbl C cepTudurkaTamu;

MoAy/b ayTeHTudUKaumm nonb3osaTtens B AoMeHe Windows;

nakeTt pa3spaboTymka Ans ucnonb3osBaHus npotokonos IPsec (IPsec SDK);
nakeT pa3spaboTuumka ansa sctpamBaHua CK3U (CSP SDK);

MoAynb noaaepxkum nHrtepdenca Mozilla NSS;

cepBucHble moaynu (cpverify, wipefile, stunnel);

6ubnunoteka, obecneumBatlowas noaka4YeHne UM DYHKUMOHMPOBAHME  KJIHOYEBbIX
HocuTenen (RDK).

CK3M dyHKUMOHUPYET B rpynnax nporpamMMHo-annapaTHbix cpej n.4.1.

CK3U «Kpuntollpo CSP» Bepcuun 4.0 pyHKLMOHMPYET Ha OAHOM M3 ABYX YPOBHEW:

YPOBEHb MPUNOXEHNS;
ypoBeHb aapa OC.

B cocTtas CK3W «Kpuntollpo CSP» Bepcun 4.0 BXOAAT:

6unbnunotekn dll, cepsucel, gpaneepbl «Kpuntollpo CSP»;

MoAy/nb ceTeBOM ayTeHTudukaumm «Kpuntolflpo TLS»;

moaynb «Kpuntollpo Winlogon»;

Kpuntorpadguueckunin nutepdenc «Kpmunrtollpo CSP»;

NPOrpamMMHbIN AaTumnK caydanHbix ymcen (MNACYH) ¢ wuHcTannsuunen ot dusmdeckoro ACH
(®4CH) BcTpamBaeMoro nporpammHo-annapatHoro komnnekca (MAK) 3awutbl ot HCA,
Bruo1CH, BHEWHEN rammbl;

KOHTPO/Ib LLesIOCTHOCTU NporpaMMHoro obecnevenus;

CUCTEMA UHXXEHEPHO-KpUNTOrpaduniecKomn 3aLunTbl;

cuctema 3awmntbl oT HCA (Mcnonb3yeTcs OonumoHanbHO).

5.1. CoctaB noacucrembl COK

B coctas noacuctembl COK BXoAAT crneaytolwme KOMNOHEHTDI:

npuioxeHue (NpuknagHoe nporpammHoe obecneveHune, ncnonbsywuwee CK3UN);
nHtepderic SSPI (nogmHoxecTBO uHTepdelica kpunTorpaduyeckmx MNpPOTOKOMOB Secure
Support Provider Interface (SSPI, CryptoAPI 2.0) gns peanusauum nNpoToKoaa CeTEBOW
ayTeHTudukaumm TLS v. 1.0 (nog ynpasneHnem OC Windows);

mMoaynu HacTtponkum OC Windows ana obecnedeHmsa dyHkuunoHnposaHus CK3U;

nHtepdelic CryptoAPI 2.0;

cpeactea Crypt32(Win32, 64) pana obecneyeHuns paboTbl € cepTtudumkatamm C
ucnonb3oBaHneMm uHTepdenca CryptoAPI 2.0 yepe3 kpuntorpaduyeckuin wuHTepdeiic
«Kpuntollpo CSP» noa ynpasnennem OC Windows;

cpeactBa Capilite - pgnsa obecnedeHnsas paboTbl ¢ cepTuduMkaTtaMm C MCMNONb30BAHMEM
nHtepderica CryptoAPI 2.0 4epe3 kpuntorpaduyecknin mHtepdenc «Kpuntollpo CSP»
nog ynpasneHneM OC cemeinctBa UNIX (Linux , FreeBSD, Solaris, AIX);
Kpuntorpadguueckunin nutepdenc «Kpmntollpo CSP»;

12
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—  WTaTHble MHTepdEeNChl KAKYEBbLIX HOCUTENEN;
— ASN.1 - cucTema KogmpoBaHUsa/aekoaMpoBaHMsa AaHHbIX B popmaTax ASN.1.

CocTtaB moaynen CK3U n nogcuctemol nporpaMMHori COK ans coOTBETCTBYHOLWMX NPOrpaMMHO -
annapaTHbIX Cpes KOHKpeTusumpyeTcs B gononHeHumax XTAWM.00087-01 91 02, XTSM.00087-01 91
03, XT5KM.00087-01 91 04, XTAMN.00087-01 91 05, XTAMN.00087-01 91 06, XTSMN.00087-01 91 07,
XKTAN.00087-01 91 08 Kk HacTosAWEMY JOKYMEHTY.

13
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6. KoHTponb vuenocrHoctu NMNO CK3U Kpuntollpo CSP

KOHTpO/b LENOCTHOCTUM ANCTpUByTMBa obecneymMBaeTCcs Mpu MOMOLWM YyTUAUTLI cpverify.exe,
noslydeHHON AOBEpeHHbIM CNocoboM B COOTBETCTBMM C MpunoxeHnem 1.

CK3WM Kpuntollpo CSP nos3sonseT OCyWwecTBAATb AMHAMUYECKUA KOHTPOb LenoctHocTu MO.

14
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7. TpeboBaHMA NO BCTpaMBaHUIO U ucnosnb3oBaHuio MO CK3UN

BcTpamBaHne CK3M B 3awuuiaeMblie MHPOPMALIMOHHbIE CUCTEMbl [AOSIXXHO MNPOU3BOAUTLCA B
cooTBeTCcTBUM C [MonoxeHueM [MK3-2005. BcTpavBaHWe [OMKHbI NMPOBOAUTL OpraHuMsauuun, nMeroline
JIMLIEH3MI0 Ha NpaBO MpoOBeAEHUS Takux paborT.

Mpu co34aHuUM 3aWULEHHON WMHAPOPMALMOHHOW CUCTEMbI AO/IKHbI ObTb onpegeneHbl MO Aenb
BO3MOXHbIX Yrpo3 W nonutuka ee 6e3onacHocTn. B 3aBucMMOCTM OT nonuTukM 6e3onacHoCcTuU
onpegensieTca HeobxoamMbin Habop KpunTorpaduuecknx GyHKUUA U OpraHu3auMNoHHO -TEXHUYECKUX
Mep, peanu3yeMblX B CO34aBaeMOl CUCTeMe.

3aWwmnTa OT 3aKknagokK, BUPYcoB, MoaAMdUKALUN CUCTEMHOIO M npukiagHoro MO gonkHa bbb
obecrneyeHa UCMNOJIb30BAHMEM, CPEeACTB aHTUBUPYCHOM 3alUUTbl U OPraHM3aLMOHHBIX MepPONpPUSTUIA.

Mpn BcTpamBaHum CK3U Kpuntollpo CSP B npukniagHoe nporpammHoe obecnedveHne unm
MCNO/b30BaHUM e€ro B COCTaBe CTaHAapTHOro npuknagHoro MO A0/MKHbI BbINOAHATLCA crieaytoliuve
TpeboBaHus:

1. TMpn wncnonb3oBaHMM OTKPLITOrO KAk4Ya WM Kaw4ya nposepkn DI gomkHbl  6bTb
obecneyeHbl ero aBTopmsaumns, AOCTOBEPHOCTb, LENOCTHOCTb U MAEHTUYHOCTb C MOMOLLbIO
npoueayp YAOCTOBEPSAOLWEro LeHTpa.

2. Tpn wucnonb3oBaHuM CepTUMOMKATOB OTKPbITbIX KIKYEN U KAKOYEN npoBepkn 3T,
3aBEepeHHbIX MNOAMUCHI0 AOBEPEHHON CTOpPOHbl, AO/MKHa 6bmb obecneveHa 6e3onacHas
AOCTaBKa W XpaHeHMe cepTudukaTa K/4yYa LOBEPEHHOM CTOPOHbl, C MCMNOJSIb30BaHMEM
KOTOPOro NpoOBEPSAOTCSA OCTalibHble cepTuduKaTbl KoYer nposepkn Il nonb3oBaTenen.

3. Kpuntorpadumyeckoe cpeacTBO, C MOMOLLbD KOTOPOro MNPOM3BOAUTCS 3aBEpPEHME KIIoYEN
npoBepkn 2Ol1, OTKPbITbIX K/IHOYEN WM CNPABOYHMKOB OTKPbITbIX KJIKOYEW, AOJIKHO ObTb
cepTUdULMPOBAHO MO KflacCy, COOTBETCTBYIOWEMY NMPUHSATON MONUTUKE 6e30nacHOCTM!.

4. [Ona oT3bBa (BbiBOAA W3 LAENCTBUS) OTKPLITbIX KJKOYErH M Kayen nposBepku I AOKHbI
MCMNONb30BaTbCA CpeacTBa, MO3BOASAKOWME MPOU3BECTU aBTOpMU3auMIoO OT3biBaloLWero avua
(B 3TUX uensx MoxeT 6blTb UCMNOSb30BaH CMNUCOK OTO3BaHHbIX CEPTUPUKATOB, 3aBEPEHHbIN
Sl poBEepEeHHON CTOPOHLI).

5. Tpn BbBoBe npunoxeHneMm dyHkunm CK3MN B npuknagHoM MporpaMMHOM obecrnedyeHum
AO0/MKHa 6bMb MpeayCMOTpeHa NMpoBepKa KoAa 3aBeplUeHUst Bbi3bIBAEMON (YHKLMN.
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8. TpeboBaHusa no 3awumrte ot HCA

8.1. O6wue TpeboBaHua No opraHMsauum pabortbl no sawure ot HC4

3awuTa annapaTHoro u nporpaMMHoro obecnedyenns ot HCA npu yCTaHOBKE U MCMOSb30BAHUN
CK3MN gaBnaetcsa cocTaBHOM 4yacTbto obuwen 3agaum obecnedveHums 6e3o0mMacHOCTM MHpoOpMauum B
cucTeMe, B COCTaB KOTopol Bxoant CK3U.

Hapsay c npuMmeHeHueMm cpeacTB 3awutbl oT HCJ Heo6xoAMMO BbINOSIHEHME NpUBEAEHHbIX
HMKE OpraHM3auMOHHO-TEXHUYECKNUX W aAMWUHUCTPATUBHbIX Mep Mo obecneyeHuo MpaBWIbHOMO
dyHKUNOHMpPOBaAHUA cpeacTB o06paboTkm u  nepepjaun umHbOpPMaUMM, a TakKXe YyCTaHOBJIEeHUe
COOTBETCTBYHOLWMX MpaBua Ana  obCnyXxuBalowero nepcoHana, JAonyuweHHoro K pabote c
KoHdUAeHUManbHON MHbOpMaunen.

3awmta uHdopmauun ot HCO posmxkHa obecneuymBaTbCs Ha BCEX TEXHONOMMYeCKMX 3Tanax
06paboTkm MHOpMaUMM M BO BCEX pexXuMax (PYHKLMOHMPOBAHWUS, B TOM 4uMC/ie Npu NpoBeaeHun
PEMOHTHbBIX M pernaMeHTHbIX paborT.

3awmTta mHdopmaumm ot HCO pomkHa npegycMmaTpuBaTb KOHTPOAb 3(PHEKTUBHOCTU CpencTB
3awutel o HCA. 3TOT KOHTPOJAb [AO/MKEH NEepuoAnMYecKW BbINOMHATLCA aAMUHUCTPATOPOM
6e3onacHOCTM Ha ocHoBe TpeboBaHWMN AOKYMEHTauuM Ha cpeacTBa 3awuTtbl oT HCA.

B opranusauumn, askcnnyatupytowen CK3W, pgomkeH 6bmb Ha3HayeH aAMUHUCTPATOP
6e3o0nacHOCTM, Ha KOTOPOro BO3/arakTcsa 3agaynm opraHmsaumm paboT no ucnonb3oBaHuto CK3WY,
BblpabOTKM COOTBETCTBYIOLWMX UHCTPYKLWIA ONS NOSMb30BaTeNeN, a TakXe KOHTPONb 3a cobnwageHnem
TpeboBaHUM No 6e30nacHOCTW.

AaMmHucTpaTop 6e30MacHOCTM He AO0MXKEH MMETb BO3MOXHOCTM AOCTYNa K KOHMDUAEHLMANbHOM
nHdopMauum nosb3oBaTenen.

MpaBoM pocTyna kK pabouymM MecTaM C YycTaHoBfeHHbMM CK3W poskHbl 0651a4aTbh TOJSIbKO
onpeaeneHHble  Ans  3KChAyaTauuuM  Avuda,  npowejwne  COOTBETCTBYIOWYH — MOArOTOBKY.
AgMUHUCTpaTop 6€30MacHOCTU AO/IKEH 03HAaKOMUTb KaXk[aoro nosib3oBaTtens, npumensiiowero CK3U, c
JokyMeHTauuelr Ha CK3W, a Takxe C ApYrMMM HOPMATMBHBLIMM [OKYMEHTaMu, CO3AaHHbMKU Ha eé
OCHOBE.

8.2. Tpe6oBaHus NO pa3MeLeHUI0 TEXHUIECKNX CPeACTB C YCTAaHOBJIEHHDbIM
CK3M

Mpn pasMelleHNN TEXHUYECKUX CPeaCcTB C yCTaHoBieHHbIM CK3U:

—  [JomkHbl 6bMb MNPUHATBI Mepbl MO WCKAKYEHUH HECaHKLUMOHWMPOBAHHOIMO A0CTyna B
MoMeLLEeHNsI, B KOTOPbIX pa3MelleHbl TeXHU4YeCcKue cpeacTBa C ycTaHoBneHHbM CK3U,
MOCTOPOHHUX WL, MO0 poay CBOen AeATeNbHOCTUM He SBASKOWMXCS nepcoHasioM,
JonyuweHHeM K paboTte B 3Tux noMeweHusx. B cnyyae HeobxoaAMMOCTW NPUCYTCTBUS
MOCTOPOHHMX ML, B YKa3aHHbIX MOMELLEHUAX AO/HKEH bbb obecneyeH KOHTPOJb 3a WX
aenctemamm mn obecnedyeHa HEBO3MOXHOCTb HeraTUBHbIX AEWCTBUA C WUX CTOPOHbI Ha
CK31, TexHuuyeckune cpeacTBa, Ha KoTopblXx 3skcnayatuvpyetca CK3UM un 3awumwaemyto
MHpOopMaLuto.

— [JomkHbl  6bTb MAPUHATbI  Mepbl, UWCKAKYaKWMe HeCaHKUMOHMPOBAHHOE  BCKpbTue
KOpMNyCcOB M CpeacTB, BxoAasawmx B coctaB CK3U.

—  BHyTpeHHsis nnaHMpoBKa, pacnoflIoKEHME W  YKOMMJIEKTOBAHHOCTb paboumx MecT B
noMeLLeHnsaX AO0/MKHbl obecneumBaTb MCNOMHUTENSAM paboT, COXPaHHOCTb AOBEPEHHbIX UM
KOH(MMAEHUMaNbHbIX AOKYMEHTOB M CBEAEHWUI, BK/OYAsA KJOYEBYIO MHMOpMaLMIO.
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PasmeweHne CK3UM «Kpurmollpo CSP» Bepcv 4.0 B noMeweHusX, B  KOTOPbIX
ocywecTtengetca obpaboTtka uHbDOpMauuu, coaepxawen CcBeAeHWUs, cocTasasdlowmue
rocyAapCTBEHHYIO TallHy, OCYLECTBNSAETCH YCTAaHOB/IEHHbIM NOPSAAKOM.

CK3N «Kpuntollpo CSP» Bepcun 4.0 BBOAMUTCA B 3KCMjyaTauuio U BbIBOAUTCHA U3
3KCnyaTaumm B COOTBETCTBUKM C AOKYMeHTaumen Ha CK3W.

8.3. TpeboBaHua no yctaHoBke CK3WU, obwecucremHoro m cneyuanbHoro Nno
Ha M2BM

1.

M3BM, Ha koTopbix wucnonbdyetca CK3W, pomkHbl 6bmb gonyweHbsl ansa obpaboTku

KOHuaeHUmnanbHoW wuHdbOpMauum no  gencTeyowmnM B Poccuiickon @eaepauum

TpeboBaHUAM MO 3awmute MHbOpMauuM OT YTEYKM MO TEXHUYECKUM KaHaslaM, B TOM 4ucne,

no kaHany csasum (Hanpumep, CTP-K), ¢ ydyeToM Moaenum yrpos B WHGMOPMALMOHHOM

CUCTEMEe 3aKasuumkKa, KOTOpbIM A0/MKHO npoTmsocToAaTb CK3U «Kpuntollpo CSP» Bepcum

4.0.

MHcTannauma CK3WM  «Kpuntollpo CSP» Bepcunm 4.0 Ha paboumx MecTax AOJIKHaA

NMpOM3BOAUTBLCS TONIBKO C ANCTPUBYTMBA, NOSyHYEHHOrO MO AOBEPEHHOMY KaHany.

K ycTaHoBke 06WeCcUCTEMHOro M cneuuanbHOro nporpamMmHoro obecnedeHns, a Takxe

CK3U1 «Kpuntollpo CSP» Bepcun 4.0, gonyckarTcd nuvua, npowejlime cCOOTBETCTBYIOLLYIO

noAroTOBKY U M3y4MBLUME AOKYMeHTauuio Ha cooTBeTcTBYylowee MO n Ha CK3W.

Ha TexHuueckux cpeacTBax, npeaHasHayeHHblXx Ans pabotbl ¢ CK3W, ucnonb3oBaTb

TONIBKO NULEH3MOHHOE nporpamMMHoe obecnevyeHne GUPM-U3rOTOBUTENEN.

MNpu yctaHoBke MO CK3U Ha M3BM pgonxeH 6bmb obecneyeH KOHTPOJib LEeNOCTHOCTU U

AO0CTOBEPHOCTb Anctpmbytnuea CK3UM n coBMmecTHO noctaBnsembix ¢ CK3M kKoMnoHeHT COK.

Ha M3BM He [OMXKHbI yCTaHaBnMBaTbCs cpeactBa paspabotkm MO m oTnagumkun. Ecnm

CpeAcTBa  OT/NaAKM  MPWIOXKEHUIA  HYXHbl  ANs  TEeXHOSOrM4Yeckmx  notpebHocTen

opraHusauun, TO WX UCMONb30BaHWe AO0/MKHO 6bMb CaHKLMOHMPOBAHO aAMMHUCTPATOPOM

6e3onacHoCcTU. MpM 3TOM AOMXKHbI 6bTb peanM3oBaHbl MepPbl, UCKJKYaoLWmMe BO3MOXHOCTb

MCMNONb30BaHUA 3TUX CPEACTB ANS peaakTupoBaHusa koada n namatn CK3U u npunoxeHun,

ncnonb3yowmx CK3WM, a Takxke pnas npocmoTpa koga v namatm CK3U v NpuioxeHuin,

ncnonb3ytowmx CK3U, B npouecce obpaboTkm CK3N 3awmwaemont uHdbopmauum wm/vmnm

nMpwu 3arpy>eHHOM Ko4eBor MHpopMauuun.

MNpn ycTaHoBKe nporpaMMHoro obecneyenms CK3U «Kpuntollpo CSP» Bepcumn 4.0

cnepyer:

MNpeaycMoTpeTb  Mepbl, UCKYawuwmMe  BO3MOXHOCTb  HECAHKLUMOHMPOBAHHOIO  He

obHapy>XMBaeMoro W3MeHeHWsl anmnapaTHOM 4YacTuM TEXHMYECKUX CPeacTB, Ha KOTOpbIX

ycTaHoBseHbl CK3W (Hanpumep, nyTeM onedyaTbiBaHUs CUCTeEMHOro 650ka M pasbeMoB

Nn=>BM).

MNMocne 3aBepleHMs npouecca YCTAHOBKM [AO/MKHbl  ObTb  BbINOSHEHbI  AENCTBUS,

HeobxoauMmble  Ans OCYLLEeCTBJIEHMS nepnoan4ecKkoro KOHTpOns LeNoCTHOCTH,

ycTaHoBsieHHoro MO CK3U, a TakXxe ero OKpy>XXeHuss B COOTBETCTBUM C AOKYMEHTauuen.

MNporpamMMHoe obecneyeHne, ycTaHaBanBaeMmoe Ha [M2BM c CK3U, He monkHO coaepxaTb

BO3MOXHOCTEN, MO3BOSAIOLLINX:

MoamnduumpoBaTb COAEPXKMMOE NPOM3BOJIbHBIX 0bracTen namsaTy;

MoanduMLMpoBaTb COBCTBEHHbIM KOA M KOA APYTMX MOoANporpamm;

MoamduumMpoBaTb NaMsATb, BbAENIEHHY ANS APYTMX NOAMPOrpamm;

nepepaBaTb YyrpaeneHne B 065acTb CO6CTBEHHbIX AaHHbIX W  AdHHbIX ApYrux

noanporpaMm;

o  HEeCaHKLMOHMPOBAHHO MoauduuupoBaTb ¢alnibl, CoAepXalliMe UCMOoSHSEMblE KOoAbl
Npu MX XpaHeHUN Ha XEeCTKOM AUCKE;

o MOBbIWATb MNPeAOCTaB/IEHHbIE NMPUBUIEIUN;

O O O O
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o moamduumpoBaTb HacTponku OC;
o MCNoNnb30BaTb HEAOKYMEHTUpOBaHHble dupmon-paspabotunkom dyHkumnn OC.

8.4. Mepbl no o6ecneueHmnto 3awurbl ot HC

Mpu mncnone3oBaHun CK3W foOKHbI BbINOSHATBCA Cleaylwmne Mepbl Mo 3awute nHdopmaumm

ot HCA:

HeobxoauMo pa3paboTaTb M NPUMEHUTb MOJIMTUKY Ha3HayeHWsl U CMeHbl naposen (ans
Bxogqa B OC, BIOS, npu wudpoBaHuM Ha napone wn T.4.), MCNOAb30BaTb GUALTPLI
naposie B COOTBETCTBUN CO CreayoWMMN npaBuiamm:

o AOJIMHa napons po/mxkHa bbb He MeHee 8 CMMBOJIOB;

o B u4ucne CcuMBOSIOB nNaponsd obs3aTenbHO AO0/MKHbI MNpUCYTCTBOBaTb OyKBbl B
BEPXHEM U HMXXHEM pernctpax, umdpbl n crneunanbHble cumBonbl (@, #, $, & *, %
nT.N.);

o Mapofib He AO0/KeH BKA4YaTb B cebs Nerko BbMUCNSEMble COYeTaHuss CUMBOJIOB
(nmeHa, damunum n T. 4.), a Takxe obuwenpuHAaTbie cokpaweHuns (USER, ADMIN,
ALEX n 1. a.);

o MpW CMeHe Maposii HOBOE 3Ha4YeHWe AO0/DKHO OT/iM4aTbCs OT npeabiaylero He
MeHee 4yeM B 4-X No3nuusax;

JINYHBIA Maposib NONb30BaTesb HE MMEeT npaBa coobwartb HUKOMY;

o MNEepUoANYHOCTb CMEHbI Mapons onpeaenseTcs NPUHATON NOAUTUKOM 6e3onacHoCTy,

HO He JoshKHa rnpesbiwaTb 6 Mecsues.
yKasaHHasa nonutuka obsizaTenbHa AN BCEX Y4YeTHbIX 3amnvcel, 3aperMcTpupoBaHHbIX B
OC.
cpeacteamm BIOS poskHa bbb UCKOYEHA BO3MOXHOCTb paboTbl Ha M3BM ¢ CK3U, ecnu
BO BpeMs €é HayasbHOW 3arpy3ku He NpoxXoAsT BCTPOEHHble TECTbI
aaMuHUcTpaTop 6e3onacHoCcTM (ecsin OH MMeeTCcs) HeceT NepCoHaNbHY0 OTBETCTBEHHOCTb
3@ XpaHEeHWe NINYHbBIX K4YeBbIX HOCUTEsNeln nonb3oBaTene.

Mpun akcnnyaTauun CK3N 3anpelieHo:

0CTaBAsATb 6€3 KOHTPONSA BbMUCIUTESIbHbIE CPeACcTBa, Ha KOTOpbIX akcnnyaTtupyetcsa CK3U
(B TOM uucne cMapT-KapTbl), Nocse BBoAa KJw4YeBON WHGopMauun nmbo wHOM
KOHdumaeHUmanbHonm uHbopMauum;

BHOCUTb Kakune-nmbo naMmeHeHnss B nporpamMmmHoe obecneueHune CK3WU;

OCYLLEeCTB/ISATb HeECaHKLMOHMPOBAHHOE aAMMHUCTPATOPOM 6e30MacHOCTM KOMMpoBaHue
K/IOYEBbLIX HOCUTENEN;

pa3rnawaTtb COAEpXWMOe HOoCuTeNnen KawyeBon WHdopMauum wnM nepegasaTb CaMu
HOCUTENW nuuaM, K HUM He [ONyLEeHHbIM, BbIBOAMTb KJ/OYEBYH MHMOpMaUUIO Ha
AVcnnen, NpuHTEp MHble CcpeacTBa oTobpaXkeHns nHdopMauuu;

MCnosb30oBaThb Kno4eBble HoCcuTenmn B pexumMax, He npeayCcMOTpPEHHbIX
dyHKUMoHMpoBaHuem CK3U;

3anMcbiBaTb Ha KJIlOYEBbIE HOCUTEN MOCTOPOHHIOK MHMOpPMaUMio.

AaMUHUCTpaTop 6e30MacHOCTU AO0MXKEH CKOHMUIrypupoBaThb OMEpaLMOHHY0 CUCTEMY, B cpeae
KOTOpOM nnaHupyetcss ucnonb3oBaTb CK3W, M ocyllecTBnATb NeEPUOANYECKUA KOHTPOJSib CAENaHHbIX
HaCcTpPOEK B COOTBETCTBMM CO CJeAyoWnMN TpeboBaHNSMU:

He UCMosib30BaTb HecTaHAapTHble, U3MEHEHHbIE WU OTNafo4dHble Bepcum OC;

WUCK/TIOUYNTb BO3MOXHOCTb 3arpy3ku u ncnonb3osaHms OC, OT/IMHHON OT npeayCcMOTPEHHOM
wTaTHol paboTon;

WUCKJ/TIOUYNTb BO3MOXXHOCTb YZAasIEeHHOro yrnpasfieHus, aAMUHUCTPUPOBAHUA U MoAUdUKaLLMU
OC u eé HacTpoek;

Ha M2BM pomxkHa 6bTb yCTaHOBJIEHA TO/IbKO OAHA OMepauMoHHas CUCTeEMa;
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— MpaBOM YyCTaHOBKM W HacTporkm OC u CK3U pgomkeH obnagatb TOJIbKO aAMWHUCTPATOp
6e3onacHocCTH;

—  BCe Heucnosb3yeMble pecypcCbl CUCTEMbI HEOHXOAMMO OTKAKOYUTL (MPOTOKObI, CEPBUCHI 1
T.M.);

—  pexumbl 6e3onacHocTn, peanusoBaHHole B OC, A0/MKHbl 6bMb  HACTPOEHbl Ha
MaKCUMasibHbIA YPOBEHb;

— BCeM nofib3oBaTesisiM M rpynnam, 3apernctpmpoBaHHbM B OC, Heo6x0AMMO Ha3Ha4uTb
MUHMMaNbHO BO3MOXHble AJ19 HOpMasbHON paboTbl Npasa;

- HeobxoaMMO nNpepycMoOTpeTb Mepbl, MakCMMasbHO OrpaHMyYnBalowme AOCTYM K CleAyHoLWmuM
pecypcaM CUCTeMbl (B COOTBETCTBYHIOLWMX YC/IOBUAX BO3MOXHO MOSIHOE yAaneHue pecypca
WM €ro Hencrnosib3yeMom 4yacTun):

CUCTEMHbIN peecTp;

dannbl U KaTanoru;

BpeMeHHble dannbi;

XKYPHanbl CUCTEMBI;

dannbl NOAKaYKH;

Kawnpyemas uHdopmaumsa (napoam v T.m.);

o OTnagoyHas mHpopMaums.

- Kpome TOro, HeobxoamMMo opraHusoBaTb CTUpaHue (MO OKOHYaHMKM ceaHca paboTbl CK3U)
BpeMeHHbIX ¢annos u dannos nogkadku, dopMmpyeMbix UKW MOAUDUUMPYEMBIX B
npouecce pabotbl CK3W. Ecnm 3TO He BbINOAHMMO, TO Ha XECTKUMA AUCK OOSKHbI
pacnpocTpaHsATbCA TpeboBaHMs, NpeabsiBAsSEMbIE K K/HOYEBbLIM HOCUTENSM;

—  [O/MKHO 6bMb MCK/YEHO MornajaHMe B CUCTEMY MporpamMm, MO3BONSIOWMX MOBbILATH
npeaocTaB/ieHHble MpuBUIernn 3a cyet owmnbok B OC;

—  HeobxoAMMO perynsipHO ycCTaHaBaMBaTb NakeTbl 06HoBneHust 6esonacHocTn OC (Service
Packs, Hot fix wn T.n.), 06HOBNATbL aHTUBUPYCHble ©6a3bl, a TakKXe uccnenoBaTtb
WHPOPMALMOHHbIE pecypcCbl MO BOMPOCaM KOMMbOTEpPHOMW 6e30MacHOCTM C  uenblo
CBOEBpPEMEHHON MWHUMU3AUUKM OMaCHbLIX MNOCNAeACTBUMA OT BO3MOXHOMO BO3AEUCTBUA Ha
0oC;

- B chyyae nogkayeHmss [OBM ¢  ycTaHoBneHHbM CK3M Kk o06wenocTynHbM CeTaMm
nepegaym AaHHblX, HeO6X0AMMO WCKYUTL BO3MOXHOCTb OTKPbTUA W UCMOSHEHUSA
dannoB n ckpuntoBbix 06bekToB (Hanpumep, JavaScript, VBScript, ActiveX), nony4deHHbIX
M3 06WenoCTyNHbIX CceTen nepedaynm JAaHHbix 6e3 npoBedeHMss COOTBETCTBYHOLWMX
NMpoOBEpPOK Ha npeaMeT coAepXaHus B HUX MNpPOrpaMMHbIX 3akjagoK U  BUPYCOB,
3arpy>aembiX M3 CeTH;

—  npu ucnonb3oBaHum CK3WN Ha T2BM, noaknto4YeHHbIX K o6WeAoCTYyrnHbIM CeTAM CBSA3W, C
uesbld  UCKKYEeHUS BO3MOXHOCTM HECAHKLUMOHWMPOBAHHOrO A0CTyna K CUCTEMHbIM
pecypcaM WCNosb3yeMbIX OMnepaunoHHbIX CUCTEM, K MporpaMMHOMy obecrnevyeHuio, B
OKpYXeHun KoToporo dyHkunmoHupytot CK3W, m Kk komnoHeHTaM CK3M co CTOpPOH®LI
yKa3aHHbIX CeTel AOJIKHbI MCMOSIb30BaTbCA AOMOJIHUTESIbHbIE METOAbl U CpeAcTBa 3aluThl
(HanpuMmep, ycTaHOBKa MeXcCeTeBbIX 3KpaHoB, opraHusauusa VPN ceten n T.n.). MNpn 3ToM
npeanoyTeHne AO/HKHO OTAaBaTbCs CpeaACTBaM  3aWuThbl,  uMMewwuMm  cepTtudukaTt
YMNOSITHOMOYEHHOIo OpraHa rno cepTudukauum;

— OpraHus3oBaTb M WUCMOSAb30BaTb CUCTEMY ayauTa, OpraHuU3oBaTb peryaspHbiA aHanu3
pe3ynbTaToB ayauTa;

—  OpraHu3oBaTb W UCMOSIbL30BaTb KOMMIEKC MeponpuUAaTUA aHTUBUPYCHOW 3allUThbl;

—  OO/MKHO 6bITb 3anpeleHo ncnonb3oBaHne CK3U ans 3awuTbl pedeBon MHpopMaLnn;

— pgo/xHa 6bmb 3anpeweHa pabota CK3UM mpum BkAOYeHHbIX B MOBM wraTHbIX cpeacTBax
BbIx04a B paauvokaHan;

—  MCNOMb30BaTb KJ/IHOUYM C UCTEKLIMM CPOKOM AENCTBUS;

—  OCYLWEeCTBASATb HECAHKLMOHMPOBAHHOE KOMUPOBAHUE KJIOYEBBLIX HOCUTENEN;

O O O O O
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— pasrnawaTtb COAEpPXMMOEe HOCUTEeNEeN KJYEBOM WHOpMauMnm wan nepedaBaTb CaMu
HOCUTENW NnLaM, K HUM He AONYLWEHHbIM, BbIBOAUTb K/OYEBYO MHMOPMaUUIo Ha AUCTINIEN
W NpuHTep (3@ UCKIYEHMEM CllyYaeB, NpeAyCMOTPEHHbIX AAHHbIMW MpaBuaamun);

— BCTaBASATb  KJ/IIOYEBOM HOCUTENIb B  YCTPOWCTBO CUWUTbIBAHMA B  pexuMax, He
NpeayCMOTPEHHbIX LUTaTHbIM PEXMMOM UCMOAb30BAHUSA KKOYEBOr0 HOCUTEnNs ;

— noaknwyaTb K M2BM pgononHuTesnbHbie YCTPOMCTBA U COegUMHUTENU, He NMpeayCMOTpPEHHbIe
LWTaTHOW KOMMAeKTaunen;

— pabotatb Ha [3BM, ecnn BO BpeMsl €ro HaudasjibHOW 3arpy3ku He MNpOXoAUT BCTPOEHHbIN
TecT O3Y, npeaycMoTpeHHbIh B MN2BM;

—  BHOCMUTb Kakue-nmbo usMeHeHus B nporpaMMHoe obecneyeHune CK3U;

—  U3MEHATb HaCTpPOWKMU, YCTaHOBJ/IEHHbIE nporpamMmori YCTaHOBKM CK31 unu
aAMUHUCTPaTOpPOM;

—  WCNOMb30BaTb CMHXPOMNOCLUIKKU, BblpabaTbiBaeMble He cpeacteamm CK3U;

- obpabaTbiBaTb Ha M>3BM, OCHalLLlEHHOM CK3Hu, MHdopMauuio, coaepxallyto
rocyfapcTBEHHYIO TalHy;

—  uMcnosb3oBaTb 6biBWME B paboTe KAKOUYEBble HOCUTENWM ANs 3anncu HOBOW MHMOpMauunm
6e3 npeaBapuTENIbHONO YHUYTOXEHUS Ha HUX KtodeBon mHdopMauum cpeacteamm CK3U

—  OCYLWEeCTBAATb HECAHKLMOHUPOBAHHOE BCKPbITUE CUCTEMHbIX 610K0B MOBM;

— TMpUHOCUTbL U MCNOMb30BaTb B MoMelweHun, rae pasMmeweHbol cpeactea CK3WU,
paguotenedoHbl W ApPYrylo paauonepeparowyto  annapaTtypy (TpeboBaHue HoOCUT
pekoMeHAaTesNbHbIA XapakTep).

AnnapaTypy, Ha KoTopoi ycTaHaBnueaetca CK3W, peKkoMeHAyeTCs NMpPOoBEpUTb Ha OTCYTCTBUE
annapaTHbIX 3akilafokK.

8.5. [leMcTBMA Npu KOMNpoMeTauum KJIouYeun

B cnyyae koMmnpoMeTauum Kaw4vern no QakTy KOMNpoMeTauumnm [O/HKHO bbb npoBeneHo
cnyxebHoe paccnegoBaHmne. CKOMMPOMETUPOBAHHbIE KJHOUM BbIBOASTCS U3 AENCTBUS.

BblBeaeHHble M3 OEeWCTBUS CKOMMPOMETUPOBAHHbLIE KJ/HOUYEBbIE HOCUTENW MOC/ie NpoBeaeHus
CNy>ebHOro paccfiefloBaHNs YHUUTOXAKTCHA, O YeM AefnaeTcs 3anuchk B «XypHane nonb3oBaTens
cetTu».,

CKOMMpPOMETMPOBAHHbIE K/KOYM NoasexaT 3aMeHe.

MopopobHble p[encTBus Mpu  KOMNpPOMeTauuMn K4deln onucaHbl B nN. 8.8 [OKyMeHTa
«XTAM.00087-01 91 01. PykoBoACTBO agMUHUCTpaTopa 6e3onacHocTn. Obwasa 4yacTb. »

8.6. TpeboBaHua no noakntoveHnto CK3U ana pab6otbl No obweaoCTyNHbIM
KaHanaM nepenayvum AaHHbIX

Mopsaok nopkntoveHus CK3UM K kaHanaM CBS3M [OJDKEH ObTb OonpeeneH 3KCryaTupylowen
opraHusaumen. JinuoMm, OTBeTCTBEHHbIM 3a 6e3onacHocTb paboTbl CK3M no o6wenocTynHbM
KaHafnaMm, Kak npaswuio, gomkeH bbb agMuHMcTpaTtop 6e3onacHocTw.

Mpu nopkntoyeHun CK3UM k o06WwenocTynHbIM KaHanaMm nepedadu AaHHbIX AO/HKHA 6bmb
obecneyeHa 6e30NacHOCTb 3aWULLEHHON CBA3U. [pn 3TOM A0/MKHbI 6bTb OnpeaeneHsbl:

— nopsagok nogkndveHns CK3U Kk kaHanawm;

— MU0, OTBETCTBEHHOE 3a 6e30nacHOCTb paboTbl N0 06WEAOCTYNHbLIM KaHalaM;
TWUMNOBOW pernamMeHT 3alULEHHON CBS3M, BKKOYAOLWWNA:

o nonuMTuky 6e30macHOCTU 3aWULEHHON CBSA3U;
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o [OMyCTUMbIN COCTaB MNPMKAAAHbIX MPOrpaMMHbIX CPeACTB, A1 KOTOPOro AOJ/MHKHO 6bmb
nccnenoBaHo M 060CHOBAHO OTCYTCTBME HeraTMBHOro BAMSAHMA Ha CK3WM no kaHany
nepeaayn AaHHbIX;

o nepeyeHb AOMYCTUMbIX CETEBbIX MPOTOKOJIOB;
3alUMTYy CeTeBbIX CoeaAnHEHMN (nepedeHb AOMYCTMMbIX CEeTEBbIX 3KPaHOB);
cucTemMa u cpeacTBa aHTUBUPYCHOM 3almTbl.

MepeuyeHb cTaHaapTHbIX cpeacts OC MoXeT BKYaTbCHd AAMUMHUCTPATOPOM B TUMNOBOM
pernaMmeHT 6e3 npoBeAeHUs AOMNOAHUTESbHbLIX UCC/ea0BaHUIA MO OLeHKe MX BamsHus Ha CK3W. TMpu
3TOM AOJI)KHbI BbINONHATLCS

— cBoeBpeMeHHoe 06HOBIeHNE MPOrpamMMHbIX CPeACTB, BKJIIOUYEHHbIX B COCTaB perfameHTa;
—  KOHTposib cpeabl dyHKUMOHMpoBaHua CK3U;

—  onpejaesieHne 1 KOHTPOJb 3@ UCMNOMb30BaHUEM CeTEeBbIX MPOTOKOSOB;

— cobntogeHve npasun nonb3oBaHua CK3U u cpepon dyHkumoHnposaHms CK3W.

OomxeH 6bmb  obecnevyeH  OpraHM3auUMOHHO-TEXHUYECKWIA  KOHTPO/Sb  3anpocoB  Ha
yCTaHOBJIEHME coeanHeHnss aboHeHTOB MO NpoTokoay TLS ¢ mcnonb3oBaHneM 3dEMEpPHbIX KIIYER,
WCKJTIOYAOLWMX BO3MOXHOCTb MCMOIb30BaHMA aboOHeHTOM He cBOuxX aTpumbyToB coeauHeHus (Takwue,
kak Client_Id v T1.n.).

Mpn  ucnonb3oBaHum CK3WM Cc  ApyrMMM  CTAHAAPTHbIMW  MPOrpPaMMHbIMKM  CpeACTBaMM
BO3MOXHOCTb noaktoveHns CK3M k o06lWenocTynHbIM KaHanaMm nepegadvvm AaHHbiX A0/KHA 6bMb
BO3MOXHA TOJIbKO MOC/Ie TMNPOBEAEHUS AOMOJSIHUTENbHBLIX MWCCNeA0BaHUA C OLEHKOM HeraTMBHOMO
BNINSIHUA HapywuTena Ha dyHKuMoHupoBaHne CK3W, uvcnonb3ytowero cpeactBa o6WenocTynHbiX
KaHanoB.

Mpn ycTaHoOBKEe nMapaMeTpoB, MNO3BOJNSAKLWMUX CO34aBaTb COEAUMHEHUS, OT/INYHbIE OT
KpunTorpadumyeckn 3allULEHHbIX, B COOTBETCTBMW C HacToAwuMmu npasunamm (TLS-coeauHeHwe Ha
ocHoBe cepTtudumkaTos koden FTOCT P 34.10-2001, NOCT P 34.10-2012), AomkHbI 6bITb NPUHATbI MEPBI,
UcKIYawwme yteuky Tpebyrouieit 3awmntbl MHGOpMaLum c 3awmuaemoro obvekta nHpopmaumm. Nposepka
AOCTAaTOYHOCTU NPUHATBIX MEP 3aWuUTbl NPOBOAUTCA NpK aTTectaumn obvekta MHdopmaTmsauum c CK3U no
TpeboBaHNSAM MHPOPMaLNOHHOM 6e30NacHOCTH.

8.7. TpeboBaHua no ucnonbzosaHuio B CK3UN nporpaMMHO-annapaTHbIX
cpeacTs 3awurbl ot HCL

B kadecTBe nporpamMMHO-annapaTHbiX cpeacTB 3awuntel oT HCA B CK3M  mMoxert
MCMONb30BaTbCs CEPTUDULNPOBAHHBIA 3EKTPOHHBIM 3aMoK «Co60b».

DNeKTPOHHbIN 3aMOK «Co60/b» npeaHazHauyeH AN OpraHM3aLMM 3alWWUTbl KOMMbIOTEPa
OT BX04a MOCTOPOHHMX Monb3oBaTenen. MoA NOCTOPOHHMMK MOSb30BATENAMMU MOHUMAIOTCA BCE NMUa,
HE 3aperncTpuMpoBaHHble B CUCTEME 3/IEKTPOHHbIM 3aMok «Cobonb» Kak Mofb30BaTeNu [AaHHOro
KOMMblOTEpa.

DNEeKTPOHHbIN 3aMok «Co60/Ib» WUCMOMb3yeTCs Ha Creayrouwmx niatdopmax:

—  Windows (nnatdopma IA32);

—  Linux (nnatdopma IA32);

-  FreeBSD 7/8/9/10 (nnatdopma IA32);
— Solaris 10/11 (nnatdopma IA32).

DneKTpOHHbIM 3aMok «Cobonb» obecneumBaet:

—  pernctpauvio  nonab3oBaTene  KOMMblOTepa W Ha3HayeHMe UM NepcoHasbHbIX
naeHTUMOMKATOPOB U Maposien Ha BXO4 B CUCTEMY;
— 3anpoCc nNepcoHasbHOro uaeHTMduMKaTOpa W Napofns nonab3oBaTens npu  3arpyske
KOMMbIOTEPA;
21



XKXTAN.00087-01 95 01. Kpuntollpo CSP. lNpasuna nonb3oBaHus

—  BO3MOXHOCTb 6710KMpOBaHNSA BxoAa B CUCTEMY 3aperMcTpMpoOBaHHOroO Mosib30BaTess;

- BeAeHMe CUCTEMHOro XypHana, B KOTOPOM TMpPOM3BOAUTCS pernctpauus cobbmui,
UMerLnX OTHOLWEHNe K 6e30NacHOCTU CUCTEMbI;

—  KOHTpPO/Ib LUEenoCTHOCTU (halinoB Ha XeCcTKoM ancke (Tonbko B OC Windows);

—  KOHTpPOJib LEeNOCTHOCTU PU3NYECKMX CEKTOPOB XeCcTKoro gncka (tonbko B OC Windows);

— annapaTHYl 3awWuTy OT HeCaHKUMOHWMPOBAHHOW 3arpy3ku OMepaunoHHOW CUCTEMbl C
rmékoro amcka n CD-ROM awncka.

YCcTaHOBKa M HaCTpoOMKa 3NEeKTPOHHOro 3amMka Ha APM nonb3oBaTtens AOJIKHA NPOU3BOANTLCS
B COOTBETCTBMM C 3KCMSyaTauMOHHON fOKyMeHTaumen. Neped sakcnayaTaunen 3N1eKTPOHHOIo 3aMKa B
coctase APM nonb3oBaTens Heob6XoAMMO O03HAaKOMWUTbCH C KOMMJIEKTOM AOKyMeHTauun (B
COOTBETCTBMM C nacnoptom YBAJ1.00300-04 TNMC/ KBAOX.468243.067) Ha QAOaHHbIA KOMMIEKC W
MPUHATb peKOMeHAyeMble B AOKYMEHTAUMN 3alUTHblE OpraHM3aLMOHHbIE Mepbl.

HacTpolika 3N1eKTPOHHOIo 3aMKa Ha Tpebyemyto KoHbUrypauuio BbINOJSIHAETCH
aAMMHMUCTpaTopoM 6e3onacHoCcTu. HacTpolika p[o/mKHa WCKA4YaTb BO3MOXHOCTb BMellaTesbCTBa
nonb3oBaTeNls B MNpouecChbl 3arpy3ku oOnepaumoHHOM CcuUcTeMbl M npuknagHoro MO M npoBepku
LLeSIOCTHOCTM NpOrpaMMHON cpefpl.
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9. YctaHoBka aucTtpnbytusos NO CK3U

YctaHoBka MO «Kpuntollpo CSP» Bepcum 4.0 B 3aBUCMMOCTWM OT MCMONb3yeMON MaatdopmMbl
npoM3BOAMUTCSH B COOTBETCTBUM C pononHeHusmm XKTAN.00087-01 91 02, XTSAM.00087-01 91 03,
XKTAN.00087-01 91 04, XKTSAW.00087-01 91 05, XTAM.00087-01 91 06, XTHAM.00087-01 91 07,
XKTAN.00087-01 91 08, k pokyMmeHTy XTAM.00087-01 91 01. Kpuntollpo CSP. PyKkOBOACTBO
aaMmHucTpaTopa 6e3onacHocTu. Obwasa yacTb».

YcTaHoBka auctpmbytmBa Kpuntollpo CSP gonkHa Npou3BOAUTBLCS MOJSIb30BATENIEM, UMEKOLLIMM
rnpaea aaAMUHUCTpaTopa.

Mepen ycTaHOBKON HEO6XOAMMO OCYLLECTBUTb KOHTPOJb LLE/IOCTHOCTU YCTaHOBOYHbLIX MOoAyeNn
avcTtpubyTmBa npu MOMOLWM  yTuauTbl cpverify.exe, BxoAsiwen B cocTaB auctpumbytmBa CK3U
Kpuntollpo CSP.
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10. HewTaTtHble cuTyauum npv akcnayatauum CK3U

Hmxe npuBeleH OCHOBHOW MepeyeHb HeWTaTHbIX CUTYaLUiA U COOTBETCTBYIOLLME AEWCTBUSA
nepcoHasna npu Mx BO3HUKHOBEHUMU.

Ta6numua 1 - lecTBMA NepcoHasia B HEWTATHbIX CUTyaLusaX

N°n/n | HewTtaTHas cutyauus [Jencteuna nepcoHana

OcTaHOBUTbL BCe DBM.

MepcoHan, nMerwwmnin 4oCcTyn K Ka4daM, ob6s3aH caaTb BCe
MMELWMEeCs Y HEro B HaJIMuuUM KJlOYEBbIE HOCUTENU
aaMUHMUCTpaTopy 6e3onacHocTu.

AQMUHUCTpATOp 6e3onacHoOCTH YNaKOBbIBAET BCE KJIlOYEBbIE
HOCUTEJIN, PETUCTPALNOHHbIE KAapTO4YKU CepTM¢MKaTOBOTKpbWbM

SBaKyauus, yrposa K/l0O4YeN nonb3oBartenen, ceptudukaTbl Kao4ven nposepku O
HanageHusl, B3pbiBa u nosib30BaTeNIeN B OMneYaTbiBaeMbli KOHTEWHEpP, KOTOPbIA BbIHOCUT B
T.M., CTUXUIAHbIE 6e3onacHoe nomelieHne mnu 3gaHue. OneyaTaHHbIl KOHTEMHEp
6encTeusa, aBapum OO/DKEH HaxoAMTbCA MO OXpaHOM A0 OKOHYaHUS LencTBuA
obuiero xapakrtepa B HEeWTaTHON CUTyauum 1 BOCCTAaHOBNEHNS HOPMasibHOM paboThl
LleHTpe ynpaBneHus annapaTHbIX W nMporpaMMmHbiXx cpeacTts CK3U.

K/TIOYEBOW CUCTEMOM.
AOMUHUCTpaTop 6e30mMacHOCTK onoBelaeT rno TenedoHHbIM

KaHanaMm obliero nonb3oBaHWS BCEX MOJSib30BaTENEN O
npuoctaHoBke paboTbl CUCTEMBI.

B cnydae HacTynneHus cobbmms, nosnekwero 3a cobor
OONrOBpPEMEHHbIN BbIXO4 M3 CTpOs annapaTtHbiXx cpeacts CK3U,
aaAMUHUCTpaTop 6e30MacHOCTM YHUUTOXAET BCIO KIKOYEBYHO
MHMOPMaLUIO C HOCUTENEN, HAXOAALWNXCS B KOHTenHepe.

KoMmnpomeTauus OA4HOro

MopsaoK AenCcTBUIA NpU KOMMpPOMETaLuM KYEN ONUCaH B pasgene
M3 INYHBIX KJTHOYEBbIX

9.5 «[lencTBusa Npu KOMNpoMeTaLuun KIouen».

HOoCUTEnen.

Bbixoa M3 CTpoS Heo6xoauMo coobwuThb rno tenedoHy B YL, o dakTe Bbixoda M3
nepeoro JIn4Horo CTpOS INYHOMO KJIIOYEBOro HOCUTENS M o6ecrneynTb ero A4OCTaBKY B
K/TIOHEBOro HOCUTENA. | V|| nna BbIACHEHUS MPUYMH BbIXOAa W3 CTpos. s paboTsl

MCNONb3YEeTCHA BTOPOM JINUHbBIA K/IHOYEBOW HOCUTESb.

Bbixon u3 cTpos
BTOPOro JINYHOIro
KJTIOYEBOr0 HOCUTENS
(npu ycnosumn, 4to
MepBbIA TOXE BbIWES
n3 CTpoS).

Monb3oBaTesb, Y KOTOPOro BbiWANM M3 CTPOS 06a JINYHbIX
KNlo4YeBbIX HOcuUTens, aensetcsa B YL ons noBTopHOM perncTpaumm
(6e3 n3MeHeHMs AaHHbIX perucTpauun).

Mpu oTkazax u cbosix B paboTe annapaTHoi yactn APM co
BCTpoeHHon CK3UM HeobxoamMo OCTaHOBUTbL paboTy, no
BO3MOXHOCTW JIOKaM30BaTb HEMCMPABHOCTb M B Aas/IbHENLLIEM
NPOU3BECTN PEMOHT B YCTAHOB/IEHHOM Mopsake n, nNpu
HeobxoanmMocTu, nepeycTaHoBky CK3W.

OTkasbl U cboun B
paboTe annapaTHoM
yactmn APM co
BCTpoeHHon CK3W.
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N°n/n

HewTaTHada cutyauud

[eicTBma nepcoHana

OTkasbl U cbon B
paboTe cpeacTs
3awmnTbl oT HCA.

Mpu oTkasax u cbosix B paboTe cpeacTB 3awmnTtbl oT HCA,
agMuHmncTpatop 6e30nacHoOCTU, AO/HKEH BOCCTAaHOBUTb
paboTtocnocobHocTh cpeacTs HCA. MNpu HeobxoanmocTun
nepeycTaHoOBUTb NpOrpamMMHo-annapaTtHble cpeactsa HCA.

YTepsa nU4HOro
K/IOYEBOro HocuTens.

YTepsa NMYHOrO K0YeBOro HOCUTENsa NPMBOAUT K KOMMNPOMETaLnu
XpaHAaUWerocda B HEM KJiouya.

MopsiAoK AeNCTBUIA NpU KOMMpOMETauum KJK4Yen onnucaH B pasgene
9.5 «[lencTBusa Npu KOMMNpoMeTauum Kauemn»,

OTka3sbl U cbon B
paboTe NporpaMMHbIX
CpeacTB BCNeACTBUE He
BbISIBJIEHHbIX paHee
owmnbok B
MporpamMMHOM
obecneveHuun.

Mpu oTkazax n cboax B paboTe NnporpaMMHbIX CpeacTB, BCNeACTBUE
He BbISIBNIEHHbIX paHee oWwnboK B MporpaMMHOM obecnevyeHuu,
HeO6X0ANMMO OCTAHOBUTb paboTy, NOKaNN30BaTb MO BO3MOXXHOCTMU
NpMYnHy oTKa3oB M c6oeB n BbiBBaTb pa3paboTumka gaHHoro MO
WIN ero npeacTtaBuTens Ans yCTPaHEHUs NPUYUH, BbBbIBAOLLIMX
oTKa3bl 1 cbowm.

OTka3sbl B paboTte
MPOrpaMMHbIX CpeacTB
BCNeACTBME
C/Ty4YanHOro unu
YMBbILLJIEHHOIO KX
noBpexaeHus.

Mpu oTkasax B paboTe NporpaMMHbIX CPeACTB, BCIeACTBUE
CNY4YamHOro WAM YMBbIWAEHHOIO WX MOBPEXAEHUs, UL,
OTBETCTBEHHOE 3a 6€30MacHOCTb (yHKLMOHNPOBAHUS
NpOrpaMMHbIX W annapaTHbIX CPeAcTB, 06893aHO NPoOn3BeCcTwH
cnyxebHoe pacc/iefoBaHUe Mo AaHHOMY akTy C Lesbio
YCTaHOBJIEHMS MPUYMHbI OTKa3a U BOCCTAHOBJIEHMS MPaBUIbHOM
paboTbl NMPOrpPaMMHbLIX CPeACTB B YCTAaHOBIEHHOM MOPSAKE.

OTka3sbl B paboTte
NMpOrpaMMHbIX CpeacTB
BCNeACTBMe ownbok
onepartopa.

Mpu oTkasax B paboTe MporpaMMHbIX CpeacTB, BCieacTBue ownbok
onepaTtopa, onepatop coobliaet o0 AaHHOM dakTe nuyy,
OTBETCTBEHHOMY 3a 6e30NacHOCTb PYHKLMOHNPOBAHUS
MPOrpaMMHbIX M anmnapaTHbIX CcpeacTB. OTBETCTBEHHbIA 3a
6e30nacHOCTb PYHKLNOHMPOBAHUSA MPOrpaMMHbIX M annapaTHbIX
CpeAcTB AaeT COOTBETCTBYHOLME YKa3zaHMa 06cnyxmBatoLemy
nepcoHasay no BOCCTAHOBJIEHMIO MPaBWIbHOM paboTbl MpOrpaMMHbIX
CpeAcCTB B YCTAHOBJIEHHOM MoOpsiAKe.

Bce HewTaTHble CUTYaUMU O0/KHbI OTpaxaTbCsa B «XKypHasie nosb3oBaTesnid CeTu».
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11. BctpanBaHue CK3U

Mpu BcTpamBaHum CK3U «Kpuntollpo CSP» B npukiagHble CUCTEMbl HEOH6XO0AMMO MPOBOAUTL
OLEHKY BJIMSAHWA annapaTHbIX, NporpaMMHO-annapaTHbIX M MNPOrpaMMHbIX CpeacTB ceTu (CUCTEMbI)
KoHdUAEHUMANbHON CBS3M, COBMECTHO C KOTOpbIMW Mpeanofaraercs wraTHoe (YHKUWOHMPOBaHue
CK3W, Ha BbInonHeHMe npeabsiBneHHbiX K CK3W TpeboBaHuil B criegylowmx cnydyaax:

ecnn MHdopMaumsa KOHPUAEHUMANBbHOIO XapakTepa MOANeXWUT 3aluTe B COOTBETCTBUM C
3akoHozaTenbLCcTBOM Poccuiickon ®epepaunm;

npyu opraHmsaumm Kpuntorpadpuyeckor 3awmuTtbl KWHIOPMauMM  KOHPMAEHLMANBHOIO
XxapakTepa B denepasnbHbX OpraHaxX MCMOJIHUTENbHOW BJlaCTW, OpraHax WCMOSIHUTEsSIbHOM
BnacTu cybbekToB Poccuiickon ®epgepaunn (panee - rocygapCTBeHHblE OpraHbl);

npu opraHmsaumm Kpuntorpadpuyeckor 3awuTtbl uWHbOpPMauun  KOHPUAEHLMANTBHOIO
XapakTepa B OpraHusauusix He3aBUCMMO OT WX OpraHn3auMoOHHO-NPaBOBOW (OPMblI U
¢opMbl COBCTBEHHOCTU MPU BbINOSIHEHMM MMM 3aKa30B Ha MOCTaBKYy TOBapoB, BbINOJHEHME
paboT wAM oKasaHue Yycayr Ans rocygapcTBeHHbIX Hyx4 (Janee - opraHusauuu,
BbINOSIHAOWME rOCYAapCTBEHHble 3aKasbl);

ecnun obasaTenbHOCTb 3awuTbl MHDOPMaLMM KOHDMAEHLMANbLHOIO XapakTepa BO3/araercs
3akoHogaTenbcTBOM Poccuiickorn ®depgepaunm Ha vy, WMeLWKMX [AOCTyn K 3TOWM
WHpOpMaUMM  MAN  HaZeNeHHbIX TMOJIHOMOYMSMM MO PacrnopsiXXeHU  CBeAeHUsIMMU,
coAepXawmMnucs B AaHHoM nHdopMauuu;

npn obpabaTbiBaHMn KnHbDOpMaUUM  KOHPUAEHLMANBbHOro Xxapaktepa, obnapatenem
KOTOpPOW  SBASKOTCA rOCYAApPCTBEHHbIE OpraHbl  WAW  OpraHu3auuu, BbINOSHAKOLWME
rocyfapcTBeHHble 3akasbl, B CJ/lydae TMpUHSATUS WMMW  Mep N0  OXpaHe ee
KOHpMAEHUNANBbHOCTM MyTEM UCMOJIb30BaHNSA CpeACcTB KpunTorpaduyeckon 3awuThbl;

npu obpabaTbiBaHMM WHGOPMaLMM KOHMUAEHUMANBHOIO XapakKTepa B roCcyAapCTBEHHbIX
opraHax W B OpraHmMsauusix, BbINMOJIHAKOLWMX roCyAapCcTBEHHble 3akasbl, obnagaTtenb
KOTOPOW nMpuHMMaeT Mepbl K OXpaHe ee KOoHPWAEHUMANbHOCTW MNyTeM YCTaHOBIEHMUS
HEO6X0AMMOCTU KpunTorpadmMyeckon 3awnTbl AaHHON MHGOpPMaLMW.

YKasaHHylo npoBepky Heobxoammo npoBoanTb no T3, cornacoBaHHoMy ¢ 8 LleHTpom OCBH

Poccwun.

ana

NCKJTIOYEHUA BO3MOXHOCTHU BINAHNA annapaTHbIX KOMMNOHEHTOB CoK Ha

yHKkUMOHMpoBaHMe CK3W posmkHbl 6bTb BbINOMHEHbI cleaytowme TpeboBaHus:

B MO BIOS MM3BM pgomxHbl 6bMb onpeaeneHbl YCTAaHOBKWU, UCKAKOYallWwmMe BO3MOXHOCTb
3arpysku onepaumoHHON CUCTEMbI, OTJIMYHOM OT YCTAHOBJIEHHON HA X eCTKOM OMUCKE;
Bxog B BIOS M2BM pomxkeH bbb 3awmuieH naposeM C AJIMHON He MeHee 6 CMMBOJIOB;
cpeacteamm BIOS pommkHa 6bMb UCKAKOYEHA BO3MOXHOCTb paboTbl Ha [2BM, ecnun BO
BpPEMS ero Ha4yajlbHOWM 3arpys3ku He NPoOXoAsaT BCTPOEHHble TeCThl;
[O/MKHO ObMb MpoBeAeHO onedaTbiBaHWe CUCTEMHOro 6sloka C ycTaHoBneHHbM CK3WU,
WCKJKYaKLee BO3MOXHOCTb 6ECKOHTPOSIbHOIO M3MEeHEHWs annapaTtHoOW 4acTu pabouen
CTaHUMN N NMOAKOYEHNSA BHELLUHUX YCTPOWNCTB;
yctaHoBka CK3W npousBoauMTCA TONABKO fnuvuamu, uMewuMmu Jonyck kK pabotam (B
COOTBETCTBMM C HOpMaMu No 6e30MacHOCTU, NPUHATBLIMKU B OpraHmMsaumn);
noaknao4daemoe Kk MOBM obopynoBaHue He AO/MKHO co3aaBaTh yrpo3 6esonacHoctu OC um
CK3W, ycTaHoBneHHbIX Ha MN2BM;
MoBM, Ha «koTopor ycTaHaBnuBaercsa CK3W, po/mkHa  BbINOAHATbL  Npoueaypbl
CaMOKOHTPO/IA OCHOBHbIX annapaTHbIX KOMMOHEHTOB MocC/se Kaxaoro cbpoca cucTeMbl
BK/IIO4@s MOMEHT MOSABMIEHUS MUTAHUS;
K akcnnyaTaumm CK3U gonyckatoTcs nAuua, npolwealie COOTBETCTBYIOWYH MOArOTOBKY U
U3y4yuMBLUME SKCMNyaTauMoHHYI0 AOKYMeHTauuo Ha CK3U;
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B YCJIOBUSX:

ecnn wuHdbopmauunsa, obpabaTbBaemasa [MAK, noanexwut 3awurte B COOTBETCTBUM C
3aKoHoAaTenbCTBOM Poccuiickon deanepauuu;

npuv opraHusauuu Kpuntorpadumyeckon 3awmtbl MHPOpMauum B deaepanbHbiX OpraHax
WMCNONIHUTENBbHOM BNacTU M B OpraHax MCMOJIHUTENbHOM BnacTnm cybvekToB Poccuinckon
depepaumnm;

npu opraHmMsauum kpuntorpadunyeckon 3awmtbl obpabaTbBaemon [MAK wnHdbdopmauum, B
OpraHusaumnax He3aBuMCMMO OT WX OpraHMs3auumoHHO-npaBoBoM dopMbl U GOPMbI
Cco6CTBEHHOCTM MpW BbINOJIHEHMM MMM 3aKa30B Ha MOCTAaBKY TOBapoOB, BbINOJIHEHME paboT
AW OKasaHwe yCcnyr AN rocyaapCTBEHHbIX HYXA,

ONs OorpaHn4yeHusl  BO3MOXHOCTWM  BAUSIHMSA  annapaTtHbiX  KoMrnoHeHToB CBT  Ha
dyHKumoHmpoBaHune CK3W HeobxoaumMo npoBeaeHuMe uccefoBaHMin Ha cooTBeTcTBue MO
BIOS CBT, Ha kKoTopbiXx ycTaHoBneHO CK3U «BpeMeHHbIM MeToAMYECKUM peKOMeHAauUusM K
NpoOBeAEHNI0 UCCNefoBaHMn nporpaMMHoro obecnedyenus BIOS no AOKYMEHTUMPOBAHHBLIM
BO3MOXHOCTAM>».
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12. UIcnonb3oBaHMe NporpaMMHbIX MHTepchencos

PaspaboTka nporpaMMHOro obecneyeHms Ha ocHoBe CK3UW «Kpuntollpo CSP» MoxeT
npousBoauTbCcs 6e3 co3gaHms HoBbix CK3M B cnydyae WCNoOAb30BaHWS BbIBOBOB W3 NEpPEYHS
MpunoxeHus 2.

B cnyyae mcnonb3oBaHMsA MNpoOYMX BbBOBOB HEO6XOAMMO MpPOM3BOAMTbL pa3paboTKy OTAeNbHOro
CK3M B COOTBETCTBUM C AENCTBYHOWEN HOpMATMBHOM 6a30M (B 4aCTHOCTM, C [loCTaHOBNEHMEM
MpasutensctBa Poccuiickon ®egepaumm ot 16 anpens 2012 r. N2313 w MNonoxeHnem o paspaboTke,
npou3BOACTBE, peanu3aunnm n 3KcnayatTauum wngposasbHbiX (Kpuntorpauyeckux) cpeacTs 3awmThbl
mHdopmauum (Monoxenme MK3-2005)).
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Mpuno)xxeHune 1. KOHTpOsb LE/IOCTHOCTU NPOrpaMMHOro
obecneuyeHusn

Moaynb cpverify.exe no3BonseT OCYLWECTBASATb KOHTPOJb LEJOCTHOCTU YCTaHOBIEHHOrO
nporpaMMHoro obecneyeHus. KOHTpOAb LENOCTHOCTM (ainoB OCyLeCTBASETCA Npu 3arpyske ganna
Ha wucnosiHeHMe (M MepUoOANYECKM BO BpPEMS BbLIMNOJSIHEHWS) WM NPUM PYYHOM 3anyckKe nporpaMmbl
KOHTPO/S LUeNoCTHOCTU (CM. OMUMIO =V HUXKeE).

Mpy NoMoLWM MepeYnCsIEHHBbIX HUXE Onuuii Moaysb cpverify.exe MOXeT 6bTb UCMOMb30BaH AJs
CNneayumx KOHTPOSIbHBIX Lienei:

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>]- BbMUCNEeHME 3HayeHwus
xaw-dyHkumn ana damna ¢ umeHem filename c nomowbio anroputma algid. Mone algid moxert
npuHuMaTb  3HadeHus  GR3411, GR3411_2012 256 v GR3411_2012 512 (no yMon4aHuio
ncnonbsyetcsa GR3411). [-inverted_halfbytes <inv>] yka3sbBaeTcsa, ecnam nonybantel B hashvalue
nepeBepHyTbl (Mo yMmon4yaHmio ansa GR3411 inv npuvHUMaeTcs paBHbM «1», ans aaropuTtMoB
GR3411_2012_256 wn GR3411_2012_512 «0»).

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
uenocTtHoctn danna ¢ umeHem filename, wncnonb3ysa anroputm algid v xsw-3HadveHne hashvalue.
Mone algid ™MoxeT npuHMMaTb 3HadeHus GR3411, GR3411_2012_256 un GR3411_2012_512 (no
yMonyaHuto wucnonbdyetca GR3411). Ecnm hashvalue He ykasaH, To Xx3owWw-3HadeHue b6epeTcs w3
danna filename.hsh. [-inverted_halfbytes <inv>] yka3bBaetcsa, ecnu nonybantel B hashvalue
nepeBepHyTbl (Mo ymonuyanmwo ana GR3411 inv npuHMMaeTcs paBHbM <«1», Ong anropuTMoB
GR3411_2012_256 w1 GR3411_2012_512 «O0»).

cpverify -rm [-alg algid] [catname] - BbMWCNEHME 3Ha4YeHUs X3W-PYHKLUUM ONS KaXAoro m3
dannos, coaepxawumxca B Katasnore catname B pasgene peectpa (ecnu catname He ykasaH, TO
6yayT nepecumTaHbl BCe X3W-3HayeHUsa B pasaene peecTpa). Tekylee 3HadeHWe X3LW-@yHKUMA npu
3TOM 3aMeHsleTCsa Ha BHOBb MocuyumTaHHoe. T[lone algid MoxeT npuHMMaTb 3HadveHus GR3411,
GR3411_2012_256 wn GR3411_2012_512 (no yMon4yaHuio ucnonbdyetrca GR3411).

cpverify -rv [cathame] - npoBepka UeNoCTHOCTU dainoB U3 Katanora catnhame B pasgene
peecTpa (ecnm catname He yKasaH, To 6yayT npoBepeHbl BCce daibl B pasaene peecTtpa).

cpverify -xm in_file out_file [-alg algid] [xmlcatname]- BblMMUCNEHNE 3HAYEHUS X3LW-DYHKLNN
ans  dannoB, nepeducneHHblx B Xxml-danne ¢ wumeHeMm in_file B kaTtanore xmicatname (ecnm
xmlcatname He ykasaH, TO X3W-3HayeHus O6yayT nocuuTaHbl 4N BCeX (anoB, NepedyncseHHbX B
xml-cparine ¢ umeHeMm in_file), n 3anuCb NONYy4YEHHbIX 3HadeHu B xml-dann ¢ wmmeHeMm out_file.
Tekylwee 3HadeHne x3W-AdYHKUWIA NpyM 3TOM 3aMeHseTCsa Ha BHOBb nocuuTaHHoe. [lone algid moxeT
npuHMMaTb  3HadeHus  GR3411, GR3411_2012 256 wu GR3411_2012 512 (no yMon4aHuio
ncnonbsyetcs GR3411).

cpverify -xv in_file [xmlcatname] - npoBepka ULENOCTHOCTU alnoB, NEPEYUCSTIEHHBbIX B
xml-canne ¢ mmeHeMm in_file B katanore xmicatname (ecnm xmlcathame He ykasaH, TO npoBepka
6yaeT BbinosiHeHa Ansa Bcex dasos, nepedncneHHbix B xml-dganne ¢ umeHem in_file).

cpverify -r2x out_file - dopmupoBaHme xml-daiina c¢ mmeHem out_file, cogepxaliero cnmcok
¢dannoB, HaxoAsWWUXCS B pasgenie peecTpa MNOA KOHTPOAEM LENIOCTHOCTHU, WM X3 -3HayeHus 3TuUX
dannos.

cpverify —-x2r in_file - ycTaHOBka noA KOHTPONb LENOCTHOCTM (annoB, MeEpedyucsieHHbIX B
xml-cdarine ¢ umeHem in_file.
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Cnuncok KOHTPOJINPYEMBbIX Mop,yneﬁ 3aBUCUT OT MWCMOJIHEHMSA U MOXeT ObImb nonyyeH npu

nomown KomaHabl cpverify —r2x in_file.

Ona Toro, u4tobbl MNOCTaBUTb oA KOHTpPOJIb LENOCTHOCTM YCTaAHOBJZIEHHOE MpOrpaMMHoOE

OGGCI'IG‘-IEHVIG, HY>XHO BbINO/IHATb CNEAYHOLWYO Nocs1ieq0oBaTE/IbHOCTb ONENCTBUN:

1. Co3paTtb xml—q)aﬁn, co,qep>|<au.|,vu7| CMNUCOK YCTaHaB/MBAEMDbIX MOo4 KOHTPOJZIb LENOCTHOCTMU

dannos. AaHHbiM xml-dalin A0/MKEH MMETb CAeayoWYyo CTPYKTYpY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity >

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe </Path>
<Algid >00008021 </Algid >

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe </Path>
<Algid >00008021 </Algid >

</entry>

</catalog>

</CProlntegrity >

3HadveHne nonsa Algid ponkHO paBHATbCA 00008021.

2. 3anyctutb Moaynb cpverify —xm in_file out_file TestControl, yka3as B ka4yecTBe napameTpa

in_file wumsa co3ganHoro xmil-carina. Pe3ynbtatoMm paboTbl mMoayna 6yaer sasnartbca xml-dann ¢
umeHem out_file, copepxalwwinii BbMUCAEHHbIE 3HAYEHUA XdW-PYHKUUN ANS nepedyncneHHbix B in_file
¢dainoB n UMeLWMn cneayLwyo CTPYKTYpY:

Tag>

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<CProlntegrity >

<catalog>

<entry name="calc.exe">

<Path>C:\WINDOWS\system32\calc.exe </Path>

<Algid >00008021 </Algid >
<Tag>679837307CDC7AA1E4BDBB75194A24D42C782079AF08E2D362D7624A90D604C7 </

</entry>
<entry name="verifier.exe">

<Path>C:\WINDOWS\system32\verifier.exe </Path>
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<Algid >00008021 </Algid >

<Tag>9DF987B89A323BEBC3C29BACOAED42A4F5BD651892AAE79F1EC1D05288D06BIC</
Tag>

</entry>
</catalog>

</CProlntegrity >

3HaueHune nonsa Algid anomkHo paBHATbCS 00008021.

3. YCTaHOBUTb MNOA4 KOHTPOJIb LESIOCTHOCTU halnbl, ANs KOTOPbIX 6bUI0 BbMWUC/IEHO 3HA4vyeHue
xaw-dyHKUMK, ncnonbsys mogynb cpverify —x2r in_file TestControl, rge napametpom in_file ssnaetcs
xml-halin, nonydeHHbit B pe3ysbTaTe BbMUC/IEHMS 3HAYeHUs XaWw-(YHKUMM B NyHKTE 2.
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NMpuno)xxeHue 2. NepeyeHb Bbi30OBOB, UCMOJIb30BaHUE KOTOPbIX
npu pa3paborke cucrem Ha ocHoBe CK3U «Kpuntollpo CSP»
BO3MOXXHO 6€3 fONOJ/IHUTEJIbHbIX TEMAaTUUECKUX UccnegqoBaHUn:

OyHKUMA

OnucaHue

OrpaHuyeHuss Ha UCnosib3oBaHue
dyHKLMN

DYHKUMM MHMLMANU3aLMM U HAaCTPOMKU mnpoBakaepa

CryptAcquireContext

®dyHkuma CryptAcquireContext
MCnonb3yeTcs Ana co3aaHus
AeckpunrTopa
KpunTonpoBangepa C UMEHEM
KJIIOYEBOro KOHTEMHepa,
onpeaenéHHbIM NnapamMeTpoMm
pszContainer

CryptReleaseContext

OyHkuma CryptReleaseContext
MCMNoNb3yeTcs ANa yaaneHus
Aeckpunrtopa
KpunTonpoBanaepa, CO34aHHOro
CryptAcquireContext.

CryptContextAddRef

Ynpasnsetr CYHETUYMKOM
AeCKpUnTopoB CO34aHHOIo
CryptAcquireContext.

CryptEnumProviders

MepeuncneHne ycTaHOBMEHHbIX
KpMNTONpOBanaepos

CryptEnumProviderTypes

MepeuncneHne yCcTaHOBMIEHHbIX
TWUMOB KPWUMNTOMNPOBanaepoB

CryptGetDefaultProvider

MonyyeHne koHTekcTa
nposaligepa, YCTaHOBNEHHOIO B
CUCTEME MO YMONYaHMUIO

CryptGetProvParam

®dyHkuma CryptGetProvParam
nonyvyaeT napameTpsbl
KpuntonpoBangepa.

CryptSetProvParam

®yHkuunsa CryptSetProvParam
yCTaHaB/MBaeT napameTpsbl
KpunTonposanaepa.

FreeCryptProvFromCertEx

OyHKUMA UCNob3yeTcs Ang
YAaneHna geckpunrtopa
KpunTonpoBanaepa, CO34aHHOMo
CryptAcquireContext nnun 4yepes
CNG.

CryptlnstallDefaultContext,

OyHKLUMM ynpaBneHus
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CryptSetProvider,
CryptSetProviderEx,
CryptUninstallDefaultContext

KOHTEeKCTOM rnpoBanaepa no
yMO/14aHUo

DYHKUMM reHepauum v o6MeHa KnwUYaMK, co3faHue KOH(UrypupoBaHue M yAaJsieHue Kuen

CryptGenKey

OyHkumna CryptGenKey
reHepupyeT Crly4yanHble
KpunTorpaduyeckme Ka4vu wuam
KOYeBYHO napy
(3aKpbITbI/OTKPbLITbIA  KOUK).

CryptDestroyKey

®yHkumna CryptDestroyKey
yhanseT KAy, nepeaaBaeMbin
yepe3 napameTtp hKey. MNocne
yAaneHusa knwd (aeckpuntop
K/to4a) He MOXeT
NUCNoNb30BaTbLCH.

CryptExportKey

OyHkumnsa CryptExportKey
MCMONb3yeTCcsa ANa dKCnopTa
KpunTorpauyecknx Kioyen ms
K/I04EBOro KOHTelHepa
KpuynTonpoBangepa, CoXpaHsis
UX B 3alULWEHHOM BUAE.

Pa3pelieHo 3kKcnopTupoBaTb TOJIbKO
OTKpPbITble KKO4YU
(PUBLICKEYBLOB).

CryptGenRandom

®dyHkunsa CryptGenRandom
3anonHsaeT 6ydep cny4arHbiMm
6anTamu.

CryptGetKeyParam

OyHkuuna CryptGetKeyParam
BO3BpalLaeT napamMeTpbl KJoua.

CryptGetUserkKey

OyHkuuna CryptGetUserKey
BO3BpallaeT AECKPUNTOP OAHOWM
M3 OOJITOBPEMEHHBIX KJTHOYEBbIX
nap B KJIlOYEBOM KOHTENHepe.

CryptImportKey

®yHkuuna CryptImportKey
NCnosb3yeTcs Ana uMmnopra
KpunTorpaduyeckoro Ksw4ya us
Knto4yeBoro 6106a B KOHTelHep
KpunTonpoBaliaepa.

PaspelweHo MMnopTnpoBaTb TObKO
OTKPbITble KJ1OYMK
(PUBLICKEYBLOB) npwu HynesoMm
3Ha4vYeHun Gnaros.

CryptSetKeyParam

OyHkumna CryptSetKeyParam
yCTaHaB/nBaeT napaMmeTpsl
Ksouva.

PaspelueHO uCnonb3oBaHUE TOJIbKO
CO CNeayrwmMm CUMBOJIbHBLIMU
aprymenTamu: KP_CERTIFICATE,
KP_CIPHEROID, KP_DHOID,
KP_HASHOID.

DyHKUMM 06paboTkn kKpuntorpad

nyeckmx coobuieHun

CryptSignMessage

®yHkuuna CryptSignMessage
CO34aeT X3 onpefeneHHoro
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coaepXXaHuda, nognmcbiBaeT X3LW
M 3aTeEM nNponssoanT
3aKoamMpoBaHME U TEKCTa
ncxoaHoro coobuienus, u
noaAnnMCaHHOro Xsulla

CryptVerifyMessageSignature

OyHKUMSA
CryptVerifyMessageSignature
npoBepsieT 3/1eKTPOHHO-
undpoBy NoANMCh
noAnnucaHHoro coobuieHus.

CryptVerifyDetachedMessageSignat
ure

OyHKUMSA
CryptVerifyDetachedMessageSig
nature npoBepsieT NognMcaHHoe
coobleHne, cogepxalliee
oTcoeanHeHHyto (detached)
noAnucb MU NMoANuUcCK

CryptDecodeMessage

OyHKUMA nekoanpyert,
pacwundpoBbIBAET U nposepseT
coobuieHune

CryptDecryptAndVerifyMessageSign
ature

OyHKUMA AekoampyeT u
npoeepsieT cooblueHne

CryptEncryptMessage

®dyHkuma CryptEncryptMessage
3awmndpoBbiBaeT U NPOM3BOAUT
3aKoAMPOBaHNE COObLLEHUS.
AYTEHTUYHOCTb COObLLEHUS He
obecneunsaercs.

CryptDecryptMessage

®yHkuuna CryptDecryptMessage
Nnpomn3BOAUT PacKOAMPOBaHME U
pacwudpoBaHme coobuieHuns.
lMpoBepka ayTeHTUYHOCTH
coobLeHna He Npomn3BOAMUTCS.

MpuMeyaHune: He pgonyckaeTcs
aBTOMaTU4YECKMIA aHanms
pe3yfabTtaTta paboTbl GyHKUMNK,
HanpasJ/IeHHbIA Ha NpPOBEpPKY
KOPPEKTHOCTU coobLeHuns.

CryptGetMessageCertificates

OyHKLUMSA BO3BpaLLaeT
XpaHunuve ceptTndukaTos U
CMUCKN aHHYIMPOBAHHbIX
cepTudunkaToB U3 coobleHms

CryptGetMessageSignerCount

dyHKUMA BO3BpallaeT
KOJINYeCTBO NoANMUCaBLLUNX
coobuieHune

CryptHashMessage

OyHKUUA co3paeT
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X3 WnpoBaHHoOE coobuieHne

CryptSignAndEncryptMessage

dyHKUKNA co3haeT noanncaHHoe
M 3awmndpoBaHHOe coobuieHme

CryptSignMessageWithKey

CDYHKLI,VIFI cOo34aeT nognncaHHoe
coobuieHune

CryptVerifyDetachedMessageHash

OyHKUMA npoBepsieT
OTKpEeneHHbIN X3

CryptVerifyMessageHash

®dyHKUMS nNpoBepsieT
X3 WMpOBaHHOe coobuieHne

CryptVerifyMessageSignatureWithK
ey

OyHKUMA npoBepseT
noannucaHHoe coobuieHne

CryptMsgCalculateEncodedlLength

OyHKUMSA
CryptMsgCalculateEncodedLengt
h BbluMcnseT MakcumanbHoe
KoJinyecTBO 6anTOB,
Heobxoaumoe ans
3aKOANPOBAHHOIO
KpunTorpadunyeckoro
coobuieHns, 3a4aHHOro TUMNOM
coobuieHuns, napameTpamm
KoaMpoBaHusa un obwen gnuHom
nHdopMauunm, KoTopas A0JKHA
6bTb 3aKoAMpOBaHa.

CryptMsgOpenToEncode

OyHKUUA
CryptMsgOpenToEncode
OTKpbIBaeT Kpuntorpadunyeckoe
coobleHre ansg 3akoAnpoBaHus
M BO3BpallaeT AecKpuiTop
OTKPbLITOro coobLeHusl.

CryptMsgOpenTo-Decode

OyHKUMSA
CryptMsgOpenToDecode
OTKpbIBaeT KpunTtorpadunyeckoe
coobueHre ans
pacKoAMpOBaHUA M BO3BpallaeT
OECKPUMTOP OTKPbLITOro
coobLeHus.

CryptMsgUpdate

®yHkuma CryptMsgUpdate
NOMOSIHAET TeKCT
Kpuntorpadunyeckoro
coobueHuns.

CryptMsgGetParam

OyHkuma CryptMsgGetParam
rMoJly4aeT napamMeTp coobuieHus
nocsie Toro, Kak
Kpuntorpaduyeckoe coobuieHne
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6bU10 packoanpoBaHoO Uiun
3aKoAnMpoBaHo.

CryptMsgControl

®yHkuma CryptMsgControl
BbIMNOJIHAET KOHTPOJIbHOE
aencreue.

CryptMsgClose

OyHkuma CryptMsgClose
3aKpbiBaeT AeCKpUNTOp
Kpuntorpadunyekoro
coobleHuns.

CryptMsgDuplicate

®yHkuma CryptMsgDuplicate
aybnupyeTt geckpuntop
Kpuntorpadunyeckoro
coobleHns nyTeMm yBenmyeHms
cyeTymKa CChbUIOK

®DYHKUMM paboTbl C airopurMmamm

X3 LUMPOBaHus

®dyHkumsa CryptCreateHash
WHULMANN3NpyeT AeCKpunTop

Pa3pelwieHo ncnosib3oBaHMUe TOJIbKO
CO CneayrwmMmMm CUMBOJIbHBLIMU

CryptCreateHash HOBOFO 06beKTa dyHKLMM aprymentammn: CALG_GR3411,
X3 lWMpPOBaHUA nOTcZKa IJ'al-n-u;lx CALG_GR3411_HMAC,
P A " | CALG_SHAREDKEY_HASH.
®yHkumna CryptDestroyHash
CryptDestroyHash yhanset 06beKkT PyHKUMM

X3 WnpoBaHu4.

CryptDuplicateHash

®dyHkuunsa CryptDuplicateHash
C034aéT TOYHYH Konuo obbekTa
PYyHKLUNN X3 LWIMPOBaHMUS,
BKJIl0YAs BCE ero nepeMeHHble,
onpegensiowne BHyTpeHHee
CcoCTosiHME 0bbekTa PyHKLUM

X3 WNPOBAHUS.

CryptGetHashParam

OyHkumna CryptGetHashParam
BO3BpaLlaeT rnapameTpsl
o6beKkTa PYyHKLUN X3 WMPOBaAHUSA
N 3HadYeHne yHKLUN

X3 LWMPOBAHMUS.

CryptHashData

®dyHkunsa CryptHashData
nepenaéTt AaHHble yKa3aHHOMY
06beKkTy pyHKLMM

X3 LWMPOBAHMS.

CryptSetHashParam

OyHkuma CryptSetHashParam
yCTaHaB/IMBAET NapaMeTpsbl
o6beKkTa X3WMpOBaHUS.

PaspelueHo ncnosib30BaHME TOJIbKO
C CMMBOJIbHbIMM apryMeHTaMu
HP_HASHSIZE,
HP_OID/KP_HASHOID, HP_OPEN.
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®dyHkuma CryptSignHash
BO3BpallaeT 3HaYeHue

PaspelieHo MCMNoOb30BaHWE TOJIbKO
C KJIIOYEBbLIMWU KOHTEMHEpPaAMMU,
MoJly4YeHHbIMM paHee C MOMOLL b
Bbl3oBa

CryptSignHash 37IEKTPOHHON LMdPOBON CertGetCertificateContextProperty
MOANUCK OT 3HadeHunss PyHKLUK
n3 ceptudukata, NPOBEPEHHOIO C
X3 LUMPOBaHMS.
NnOoMoLW bl YHKL UK
CertVerifyCertificateChainPolicy
PaspelueHo nUcnonb3oBaHMUe TOSbKO
C OEeCKpUMTOpaMn KJo4en,
I NoJsly4YeHHbIX paHee C NOMOLLbIO
0] tVerif t .
. yHkuma CryptverifySignature BbizoBa CryptImportPublicKeyInfo
CryptVerifySignature OCYLLECTB/SET MPOBEPKY

umdposon nognucu.

(CryptImportPublicKeyInfoEx) u3
cepTudmkaTa, NPOBEPEHHOIO C
NOMOLL b dDYHKLUMK
CertVerifyCertificateChainPolicy

®yHKUMM paboTbl C cepTudmuKkaTamMy, CNUCKaMM aHHYJIMPOBAHHbIX

cepTudvkaToB

cepTuduKaToB, XpaHWIMLLEM

CnUCKN aHHYJIMPOBAaHHbIX CepTUPUKATOB

CertAddCRLContextToStore

OyHKUMSA

CertAddCRLContextToStore
nobasnset koHTekcT COC B
XpaHunuwe cepTudmKaTos.

CertAddCRLLinkToStore

OYyHKLUNA cO3[aeT CCbUIKY Ha
CMUCOK aHHYNNPOBAHHbIX
ceptndurKaToB B APYIrOM
XpaHunvie

CertAddEncodedCRLToStore

OyHKUMSA
CertAddEncodedCRLToStore
co3gaeT KoHTekcT COC u3
3akogmpoBaHHoro COC u
nobasnsieT ero B xpaHunuuie
cepTudukaToB. PyHKLUSA
co3paeT Konu KoHTekcTa COC
nepen nobasneHnem ero B
XpaHunumLie.

CertEnumCRLsInStore

OyHKUUA
CertEnumCRLsInStore
nosly4yaeT NepBbii UK
cneaytwowmn COC B
XpaHunuuwe. 3Ta PyHKUMS
MCMNONb3yeTCcs B LuKie ans
Toro, 4ytob6bl NocnenoBaTENbHO
nonyuutb Bce COC B
XpaHunumLie.
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CertFreeCRLContext

OyHkumna CertFreeCRLContext
ocBoboxaaeT KoHTekcT COC,
YMEHbLUAasi CYETYMK CChUIOK Ha
eavHuuy. Korga cueTtumk
CCbU10K 0BHYynsieTCcs, PyHKUMS
CertFreeCRLContext
ocBoboXaaeT namsaThb,
BblAe/IEHHYI MOA4 KOHTEKCT
COcC.

CertCreateCRLContext

OyHKUMSA
CertCreateCRLContext co3paet
KOHTekcT COC u3
3akogmposaHHoro COC.
Co34aHHbBIN KOHTEKCT He
MoMeLLaeTcs B XpaHumLLe
ceptudmkaToB. B cozgaHHOM
KOHTEKCTEe PYHKLMS
pasMellaeT KOnuio
3akoampoBaHHoro COC.

CertDeleteCRLFromStore

OyHKUMA yaanseT Cnmcok
AHHYIMPOBAHHbIX
cepTUhUKATOB U3 XpaHWUIMLLA

CertDuplicateCRLContext

OyHKUUA
CertDuplicateCRLContext
aybnupyet koHTekcT COC,
yBennyneas CYETUMK CCbUIOK
Ha COC Ha eauHuLy.

CertFindCRLInStore

®yHkuma CertFindCRLINnStore
HaxoAUT MepBbin UIn
cnepyowmn koHtekct COC B
XpaHunuuwe ceptmdukaTos,
KOTOpbIA COOTBETCTBYeT
KpUTEPUIO MOUCKaA,
onpenensieMoMy napaMeTpoMm
dwFindType 1 cBA3aHHbIM C
HMM pvFindPara. 2ta dyHKuuA
MOXeT 6bITb UCMosib30BaHa B
UMKNe ans Toro, 4tobbl HAWTKU
BCce COC B xpaHunuuie
ceptudukaTos,
yOoBneTBoOpsAowWme 3agaHHOMY
KpUTEpUIO noucka.

CertDeleteCertificateFromStore

OyHKUUA
CertDeleteCertificateFromStore
yhanseT onpegeneHHbIn
KOHTeKkCT COC u3 xpaHumnumiia
cepTmudmKaToB.
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DyHKUMNA OCYLLECTBNAET NOUCK
3aAaHHoOro ceptudukaTa B
CMNNCKEe aHHYJIMPOBAHHbIX
ceptudmkaTos

CertFindCertificateInCRL

OyHKUUA
CertGetCRLFromStore
nosly4yaeT NepBbii Man
cneaywowmin koHtekct COC ans
CertGetCRLFromStore onpejeneHHoOro uspatens
cepTudmkaTa u3 xpaHmnuwa
cepTudukaTos. dTa PyHKLUSA
TakKXe ocylwecTBnaser
BO3MOXHYt0 npoeepky COC.

dyHKUMA cepnanmsaumm
CNUCKa aHHYIMPOBAHHbIX
cepTndmKaToB CO CBOMMMU
CBOMNCTBaMMU

CertSerializeCRLStoreElement

PacwmpeHHble cBoMcTBa cepTudmMKkata cnucka oTo3BaHHbIX (COC) ceptudmkatos m CTL

OyHKUMA
CertGetCRLContextProperty
CertGetCRLContextProperty nosly4yaeT paclMpeHHble
CBOMCTBA onpeaesieHHoro
kKoHTekcTa COC.

OyHKUMA
CertSetCRLContextProperty
CertSetCRLContextProperty yCTaHaB/MBaeT pacLlUMpeHHble
CBOWCTBa onpeaeneHHoro
KoHTekcTa COC.

OyHKUMA
CertGetCertificateContextPropert
y nony4yaeT uHdopmauumio,
codepxallytCcs B paclUMPEHHbIX
CBOWCTBaxX KOHTEKCTA
ceptudwmkara.

CertGetCertificateContextProperty

OyHKUUA
CertEnumCertificateContextProp
CertEnumCertificateContextProperti | erties no3sonsier nepeyncnunTb
es MHdOPMaLMIO, CoAepXKaLLYyHCs B
paclMpeHHbIX CBOMCTBax
KOHTeKCTa cepTudumkara.

OyHKUMA
CertSetCertificateContextPropert
CertSetCertificateContextProperty Yy YCTaHaBAMBAET paclUMpEHHbIE
CBOMCTBa ANs onpeaesieHHOro
KOHTEKCTa cepTudukara.
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CertEnumCRLContextProperties

MepeuncneHme paclMpeEHHbIX
CBOMNCTB CNKnckKa
aHHYJIMPOBaHHbIX CcepTUdnKaTOB

CertEnumCTLContextProperties

lMepeyncneHve pacLlmMpeHHbIX
ceoncTe CTL

CertGetCTLContextProperty

Mony4yeHne pacMpPEHHOrO
ceomnctBa CTL

CertSetCTLContextProperty

YcTaHOBKa pacLUMpeHHbIX
ceomcTe CTL

CertAddCTLContextToStore

OyHKLUMSA

CertAddCTLContextToStore
nob6asnsiet kKoHTekcT CTL B
XpaHunuue ceptudukaToB

CertCreateCTLContext

®dyHkuma CertCreateCTLContext
CO34a€eT KOHTEKCT
3akogmpoBaHHoro CTL.
Co34aHHbIN KOHTEKCT He
MoMeLLlaeTCcsa B XpaHunviie
ceptudmkaToB. DyHKUMS aenaet
konunto CTL B co3gaHHOM
KOHTEeKCTe.

CertDuplicateCTLContext

OyHKUMSA
CertDuplicateCTLContext
aybnupyet koHTekcT CTL,
yBenM4nBas CYETUYMK CCbUIOK Ha
CTL Ha eanHuuy.

CertFreeCTLContext

OyHkumna CertFreeCTLContext
ocBoboxaaeT kKoHTekcT CTL,
YMEHbLUas CYETYMK CChUIOK Ha
eavHuuy. Korga cuyeTymk CCbU1okK
obHynsetcs, dyHKLMSA
CertFreeCTLContext
ocBobOXAAET MNaMsTh,
BblaeneHHy nog KoHTekcT CTL.

®dyHKUMM paboTtbl ¢ cepTudmkatamm

CertAddCertificateContextToStore

OyHKUMA
CertAddCertificateContextToStor
e fgobaBnsgeT KOHTeKCT
cepTudmkaTa B XpaHuUIuLLe
cepTudmrKaTos.

CertAddCertificateLinkT oStore

[obaBnseT cCcbUKy Ha
cepTndmkaTt B Apyrom
XpaHunumie
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CertAddEncodedCertificateToStore

OyHKUUA
CertAddEncodedCertificateToSto
re co34aeT KOHTEeKCT
ceptudukaTa 13
3aKoAMpOBaHHOro ceptudukarta
n pobaBnsieT ero B XpaHwmLie
ceptudukaTtos. Co3gaHHbIN
KOHTEKCT HEe COAEPXUT HUKAKUX
pacLlwmMpeHHbIX CBOWNCTB.

CertEnumCertificatesInStore

OyHKUMSA
CertEnumCertificatesInStore
nosly4yaeT NepBbii MK
cneaywuwmn ceptudukaT B
xpaHunuuwe ceptmndurkaToB. 3Ta
dYHKLMSA MCNonb3yeTcs B LuKe
Ans Toro, ytobbl
nocraegoBaTeNibHO MOSyYUTb BCE
cepTudmKkaTbl B XpaHunuwie
cepTndmKaToB.

CertFreeCertificateContext

OyHKUMA
CertFreeCertificateContext
0CBObBOXAaeT KOHTEKCT
cepTudukaTa, ymMeHbllas
CYETUYMK CCbUIOK Ha eauHuLy.

CertCreateCertificateContext

OyHKUUA
CertCreateCertificateContext
CO3[a€eT KOHTEKCT cepTudukaTa
M3 3aKOAMPOBAHHOIO
ceptmndmkata. Co3gaHHbI
KOHTEKCT He noMeLllaeTcs B
XpaHunuuwe ceptudukatos. B
CO3[aHHOM KOHTEKCTe PyHKLMUS
pa3MellaeT KOMNuio
3aKOAMPOBAHHOIO cepTudmkaTta.

CertDuplicateCertificateContext

OyHKUMA
CertDuplicateCertificateContext
AybnnpyeTt KOHTeKCT
cepTudmkaTa, yBenndmaas
CUYETUYMK CChbUIOK Ha eanHuLy.

CertFindCertificateInStore

OyHKUMSA
CertFindCertificateInStore
Haxo4AuT MNepBbiA UK
CNeayoLWmni KOHTEKCT
cepTudukaTa B XpaHunuiie
cepTndurKaToB, KOTOPbI
COOTBETCTBYET KPUTEpPUIO
novcka, onpeaensemMomy
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napameTpoM dwFindType un
CBSI3aHHbIM C HMM pVFindPara.

CertDeleteCertificateFromStore

OyHKUMA
CertDeleteCertificateFromStore
yaanseT onpeaeneHHbin
KOHTEKCT cepTudmkaTa us
XpaHunuwa cepTudmKaTos.

CertGetSubjectCertificateFromStor
e

OyHKUMSA
CertGetSubjectCertificateFromSt
ore nosy4yaeT KOHTEKCT
cepTudukaTa 13 xpaHunuua
cepTnuduKaToB, 04HO3HAYHO
onpenensieMblit ero usgatenem u
CEepUNHBIM HOMEpPOM

CertGetIssuerCertificateFromStore

Monck ceptudmkaToB usgartenen
3aflaHHOro ceptudukaTa

CertGetSubjectCertificateFromStor
e

Monck ceptudukata no
CEPUNHOMY HOMEpPY U m3aaTento

CertGetValidUsages

Mounck nepeceyveHna KeyUsage
Ana mMaccusa ceptudukaTos

CertSerializeCertificateStoreElemen
e

Cepunanusaumnsi aneMeHTa
XpaHunuwa

CertComparePublickKeyInfo

OyHKUMSA
CertComparePublicKeyInfo
CpaBHMBAET ABa OTKPbITbIX
KJllo4a M onpeaensiet, ABASIOTCS
N OHWN NAEHTUYHBIMMU

CertFindExtension

OyHkumna CertFindExtension
HaxoAuT paclMpeHne B Maccuse
W BO3BpallaeT yKasaTesnb Ha
Hero.

CertGetPublicKeylLength

OyKHUUA
CertGetPublicKkeylLength
BO3BpallaeT AJIMHY KJO4Ya B
6utax.

CertGetIntendedKeyUsage

OyHKUMSA
CertGetIntendedKeyUsage
nosy4yaeT Ha3HayeHue KJw4ya 13
ceptmudumkaTa.

CertCompareCertificateName

OyHKUMSA
CertCompareCertificateName
CpaBHMBaeT ABa cepTudmkaTa u
onpegensieT, ABAATCS /N OHU
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MOEHTUYHbIMU.

OCsP

CertAddRefServerOcspResponse

YBe/MYeHmne cyYeTuymkKa CCbU1oK
Ha OCSP otBeT

CertAddRefServerOcspResponseCo
ntext

YBeNnueHne cyeTumKa CCblUI1oK
Ha KoHTekcT OCSP otBeTa

CertCloseServerOcspResponse

3akpbmue geckpuntopa OCSP
oTBETa

CertGetServerOcspResponseContex
t

Mony4yeHne koHTekcTa OCSP
oTBeTa

CertOpenServerOcspResponse

OTkpbmue pgeckpuntopa OCSP
oTBEeTa 415 3a4aHHON L.enoYKu
ceptudmkaTos

OKOHHblIe (pYyHKLUN

CertSelectCertificate

OTobpaxeHne ananora Bbibopa
cepTuduKkaTa rno 3agaHHbM
KpUTEpUsIM

CryptUIDIgCertMgr

OTobpaxeHne avanora
ynpasneHus ceptudukatamm

CryptUIDIgSelectCertificate

OTobpaxeHne ananora Bbibopa
cepTudukaTa

CryptUIDIgSelectCertificateFromSto
re

OTobpaxkeHne amanora Bbibopa
cepTudurkaTa 13 xpaHunuuia

OTobpaxeHne gmnanora co

CryptUIDIgViewCertificate CBOVCTBaMM CepTiduKaTa
OTobpaxeHune ceptudukaTta,
CryptUIDIgViewContext CNUCKa aHHYJIMPOBAHHbIX

ceptudukaTtos mnm CTL

CryptUIDIgViewSignerInfo

OTtobpaxkeHne gumanora c
nHdopMaumneln o noagnucasLlem

CertSelectionGetSerializedBlob

Cepnanusaumnsa ceptudmkaTa us
CTPYKTYPbl, UICNOJSIb3yeMON A5
oTobpaxkeHus

GetFriendlyNameOfCert

MpeobpasoBaHne MMEHMU
cepTndmkaTa K «4uTaemMomy»
BMay

®DYHKLMM NPOBEPKU Lenoyek

CertVerifyCertificateChainPolicy

OyHKUUA
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CertVerifyCertificateChainPolicy
npoBepsieT Lenoyky
cepTmndmKaToB Ha
[OCTOBEPHOCTb, BKJIIOUas
COOTBETCTBUE KPUTEPUIO
MCTUHHOCTMW.

CertGetCertificateChain

OyHKLMA
CertGetCertificateChain cTpout
ueno4yky ceptmdmkaTos,
Ha4yMHas C NocrsiegHero
ceptudukaTa, B ob6paTHOM
HanpaB/ieHMN [0 AOBEPEHHOro
KOpHEBOro ceptudukarta, ecnm
3TO BO3MOXHO.

CertFreeCertificateChain

OyHKUMA
CertFreeCertificateChain
ocBoboxgaeT Lueno4ky
cepTuduUKaToB NyTeEM
YMEHbLUEHUS CYeT4YMKa CCbUIOK.
Ecnu cueTumk ccbuiok paBeH
HY/t0, TO NaMATb, BblaeneHHas
noa Lenoyky, ocsoboxaaercs.

CertCreateCertificateChainEngine

OYyHKUUA
CertCreateCertificateChainEngin
€ Cco34aeT KOHTEKCT
HCERTCHAINENGINE, KoTOpblii
NMo3BOJIIET U3MEHSATb NapaMeTpbl
MexaHM3Ma MOCTPOEHUSA LEernoyku
ceptmndumkaTos. MNMossonser
orpaHuyMBaTb MHOXECTBO
AoBepeHHbIX cepTUdUKaTOB.

CertFreeCertificate-ChainEngine

OYyHKUUA
CertFreeCertificateChainEngine
0CBObBOXAaeT KOHTEKCT
HCERTCHAINENGINE.

CertCreateCTLEntryFromCertificate
ContextProperties

Co3aaHune CTL Ha ocHOBe CBOWCT
aTpnbyTOB KOHTEKCTa
ceptudukaTa

CertDuplicateCertificateChain

[y6nnpoBaHne KOHTeKCTa
LenoyKu.

CertFindChainInStore

®YHKUUS NOCTPOEHUS LLEMOYKM
Nno 3aAaHHbIM KpUTEPUSM U3
XpaHunuwa

CertFreeCertificateChainList

dyHKUMA 0cBO6OXAEHUSA
MaccuBa Lenoyek
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CertIsValidCRLForCertificate

DOYHKLUMA NPOBEPKU HanN4ums
cepTudukaTta B Cnmcke
aHHY/IMPOBAHHBLIX CepTUdUKATOB

CertSetCertificateContextProperties
FromCTLEntry

YCTaHOBKa CBOWCTB B KOHTEKCT
ceptudukaTa Ha ocHoee CTL

PacwupeHHble cBoiicTBa cepTtudukata (EKU)

CertGetEnhancedKeyUsage

OYyHKUUA
CertGetEnhancedKeyUsage
nony4yaeTt uHdopMauuo o
pacLlMpeHHOM MCMNOoSb30BaHUN
K/1l04a M3 COOTBETCTBYHOLLEro
pacLlUMpeHnss Un ms
pacLlMpPEHHbIX CBOWCTB
ceptudukaTa. PacwmpeHHoe
WUCMONb30BaHUE KJto4a CAYXUT
NpM3HakoM MNpaBOMEPHOro
MCMNONb30BaHUA cepTudukaTa.

CryptAcquireCertificatePrivateKey

OyHKLUMSA
CryptAcquireCertificatePrivateKe
y nony4vyaeTr AeCKpuUnTop
HCRYPTPROV wu napamMeTp
dwKeySpec ans onpeaeneHHoro
KOHTEKCTa cepTudukara.

®DyHKUMM paboTbl ¢ naeHTudMKaTopamm

CryptFindOIDInfo

®yHkuma CryptFindOIDInfo
nony4aeTt NepByto
npeaonpenesieHHyo 1n
3aperMcTpMpoBaHHY0 CTPYKTYpY
CRYPT_OID_INFO,
COrnacoBaHHyo C

onpeAeneHHbIM TUMOM KJlo4a U C
KJ1HO4OM.

CryptEnumOIDInfo

Mepeuncnexue
3aperMcTpmpoBaHHbIX
NaeHTNUMOMKaTOPOB M NoJlyyeHne
nHdbopMauum ans HuUX

dyHKUMM paboTbl C XpaHWIMLLEM

CertOpenStore

OyHkuma CertOpenStore
OTKpbIBaeT xpaHunuuie
cepTnduKaToB, NCNonb3ys
3aZaHHbli TMN NpoBangepa.

CertDuplicateStore

®yHkuma CertDuplicateStore
AybnupyeTt aeckpuntop
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XpaHunuwa, yBenMymBas
CUYETUYMK CChUTOK Ha XpaHunuuwa
Ha eguHULY.

OyHkuma CertOpenSystemStore
MCMNONb3YETCA AN OTKPbITUS
Haunbonee 4yacTo MCMNOJ1b3YyEMbIX
XpaHunuw, ceptuduKkaTos.

CertOpenSystemStore

®dyHkunsa CertCloseStore
3aKpblBaeT AeCKpUNTOp
CertCloseStore XpaHunuwa ceptmdurkKaToB U
YMeHbLUaeT CYETYMK CCbUIOK Ha
XpaHWMLLA Ha eauHuLY.

[o6aBneHne xpaHunvuia B
KOJIIEKL MO

CertAddStoreToCollection

YcTaHoBKa HOTUdUKauum npu
pa3nnymnsaix B 3aKeLNMpPOBAHHOM
xpaHunuwe n GU3nyecKom
XpaHunuue

CertControlStore

DyHKUWN, UCNoJsib3yeMblie ANs paboTbl C OTKPbITbIMU AAaHHbLIMM U 06beKTaMu

OyHKUMSA
CryptImportPublicKeyInfoEx2
UMMOPTUPYET MHpopMaumno 06
oTKpbroM kntove B CNG u
BO3BpallaeT AeCcKpuiTop
OTKPbITOro KJto4a.

CryptImportPublicKeyInfoEx2

OyHKLUMSA
CryptImportPublicKeyInfoEx
UMMOPTUPYET MHpopMaumno 06
OTKpbITOM Kitove B CSP un
BO3BpallaeT AeCcKpunTop
OTKPbITOro KJto4a.

CryptImportPublicKeyInfoEx

OyHKUMSA
CryptImportPublicKeyInfo
npeobpa3oBbiBaeT u
CryptImportPublicKeyInfo uMnopTmpyeT uHdopmaumo 06
OTKPbITOM KJIloUe B npoBangep wm
BO3BpallaeT AeCcKpunTop
OTKPbITOro KJitoua.

OyHKUMSA
CryptExportPublicKeyInfoEx
3KCNopTMpyeT nHdopmaumo o6
OTKPbLITOM KJ1tl0OYEe, CBSA3@HHYO C
COOTBETCTBYIOLWNM CEKPETHBLIM
KJIO4YOM npoBanaepa.

CryptExportPublicKeyInfoEx
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CryptExportPublicKeyInfo

OyHKUUA
CryptExportPublicKeyInfo
3KCNopTMpyeT nHdopmaumo o6
OTKPbITOM KJIlOYE,
aCCOLMMPOBAHHYIO C
COOTBETCTBYHOLWMM CEKPETHbIM
KJI04YOM npoBaligepa.

CertCompareCertificate

OyHKUMNA
CertComparecCertificate
CpaBHMBaeT ABa cepTudmkaTa
ONns Toro, 4Tobbl ONpeaennTs,
SABNATCS NN OHU UAEHTUYHBIMU.

CertComparelntegerBlob

OyHKUMSA
CertComparelntegerBlob
CpaBHMBAET ABa LL&/I0OYNCIEHHbIX
6noba ans onpepeneHus Toro,
npeacTaBnsaOT M oHW cobon aBa
paBHbIX 4ucna.

CryptExportPublicKeyInfoFromBCry
ptKeyHandle

DKCNopTUPYET MHpOopMaumno o6
OTKPbITOM KJIlOYE,
acCcoLMNPOBaHHYIO C
COOTBETCTBYHOLW MM CEKPETHbLIM
KMOYOM npoBanaepa.

®DYHKLMM KOAUPOBaHMA/ AeKOANPOBaHUSA

CryptDecodeObject

OyHkuma CryptDecodeObject
MCMONb3YTCHA AN
AekoanpoBaHus cepTudmkaTos,
CMUCKOB aHHYJIMPOBAHHbIX
ceptudmkatoB (COC) n
3anpocoB Ha cepTudukaTbl

CryptDecodeObjectEx

OyHkumna CryptDecodeObjectEx
NCMoNb3YyTCA 4SS
AekoanpoBaHus cepTmudmkaTos,
CMUCKOB aHHYJIMPOBAHHbIX
cepTndUKaTOB M 3aNpoOCOB Ha
cepTudukarbl

CryptEncodeObject

®dyHkunsa CryptEncodeObject
NCMOb3YTCA AJS KOANPOBAHMUS
cepTudukKaTos, CMMCKOB
aHHY/IMPOBaHHbIX CepTUdUKaToB
M 3anpoCcoB Ha cepTudmKaThbl.

CryptEncodeObjectEx

®yHkumsa CryptEncodeObjectEx
MCMNONb3YOTCH ANS KOAMPOBaHUS
cepTudunkaTos, CMMCKOB
AHHYJIMPOBaHHbIX CepTudnKaTos
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M 3anpocoB Ha cepTudUKaThbl.

MonyyeHne 06bEKTOB M3 yAaJIeHHbIX UCTOYHUKOB

CryptRetrieveObjectByUrlA

OyHKUMSA
CryptRetrieveObjectByUrlA
rnosly4yaeTt obbekT
WHPPaACTPYKTYPbl OTKPbITbIX
Kao4en no 3agaHHomy URL.

CryptRetrieveObjectByUrlW

®yHkuma CryptRetrieveObject-
ByUrlW saBnseTcs unicode
Bepcuein MyHKLNN
CryptRetrieveObjectByUrlA.
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JintepaTtypa

FOCT 28147-89. locypapcTBeHHbI cTaHgapT Poccuiickon ®egepauumn. Cuctembl 06paboTkm
nHbopMauuun. 3awmta Kpuntorpaduyeckas. ANroputM Kpuntorpadpuyeckoro npeobpasoBaHus.
FOCT P 34.10-94. TocypapcCTBeHHbIi cTaHgapT Poccuickon depepauunn. WHpopmaumoHHas
TexHonormsa. Kpuntorpaduyeckasa 3awuta wuHdopmaumn. [Npoueaypbl BbPaboTKM M NPOBEPKMU
3NEKTPOHHON LUNdpoBON NoannucKu Ha 6a3e aCMMMETPUYHOro Kpuntorpaduyeckoro aaropmtma.
FOCT P 34.10-2001. locypmapcTBeHHbIn cTaHgapT Poccuiickonn ®egepauun. NHdpopmaunoHHas
TexHonormnsa. Kpuntorpadudeckasa sawmrta mHdopmaumn. lNpoueccbl GOPMUPOBAHUA U MPOBEPKMU
3NEKTPOHHON LKNdpoBOK Nognnucu.

FOCT P 34.11-94. TocypapCTBeHHbIi cTaHgapT Poccwuiickon ®egepaumn. WMHboOpMaumnoHHas
TexHonormnsa. Kpuntorpaduyeckasa sawmnta nHpopmMaumn. OyHKUUS X3 WMPOBaHUS.

FOCT P 34.10-12 WHdopmauunoHHaa TexHonorus. Kpuntorpaduyeckas 3sawurta wuHdopmauumu.
Mpoueccbl dopMMpOBaHUSA M NPOBEPKU 31EKTPOHHOM LU(pPOBON NoaANUCH.

FOCT P 34.11-12 WHdopmaumoHHaa TexHonorusa. Kpuntorpaduueckas 3awmTta uHbDOpMauuu.
DYHKUNSA X3 LWMPOBAHUS.

XTAMN.00087-01 30 01. Kpuntollpo CSP. ®opmynsp.

XKTAN.00087-01 90 01. Kpuntollpo CSP. OnucaHue peanusauuu.

XTAN.00087-01 91 01. Kpuntollpo CSP. PykosoactBo AgMumHucTpatopa 6e3onacHocTu. Obuias
yacTb.

XTAN.00087-01 91 02. Kpuntollpo CSP. PykoBoACTBO AAMUHMUCTpaTopa 6Ge3omnacHOCTWU.
Ucnonb3oBaHne CK3U nop ynpasneHmem OC Windows .

XKTAN.00087-01 91 03. Kpuntollpo CSP. PykoBoacTBO AaMUHMUCTpaTtopa 6e3onacHoCTw.
Wcnonb3oBaHne CK3W nop ynpasnenHnem OC Linux.

XTAN.00087-01 91 04. Kpuntollpo CSP. PykoBoactBo AaMuHuUcTpatopa 6e3onacHoCTw.
Ucnonb3osaHne CK3W nop ynpasneHunem OC FreeBSD.

XTAM.00087-01 92 01. Kpuntollpo CSP. UHCTpykumsa no mcnonb3osaHuio. Windows.
XTAN.00087-01 94 01. Kpuntollpo CSP. APM BbipaboTKM BHELLUHEN ramMbl.

XKTAN.00087-01 96 01. Kpuntollpo CSP. PykoBoACTBO NporpamMMucTa.
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[X.509]. ITU-T Recommendation X.509 (1997 E): Information Technology - Open Systems
Interconnection — The Directory: Authentication Framework, June 1997.

[PKIX]. RFC 2459. Housley, W. Ford, W. Polk, D. Solo, «Internet X.509 Public Key Infrastructure
Certificate and CRL Profile», January 1999.

MonoxeHne o pas3paboTke, MpoOM3BOACTBE, peanms3aumm W 3SKcnayataumm WndpoBasbHbIX
(kpunTorpaduyeckmx) cpeacTs 3awuTbl MHDopMaumm (MonoxeHune MK3-2005).

Mpukaz OAMCU ot 13.06.2001r. N2152 «06 wWHCTpyKuuM 06 opraHmsaumm m obecneyeHuu
6e3o0macHOCTM XpaHeHus, o6paboTkm M nepegaym NO KaHanaMm CBSA3M C UCMONb30BAaHMEM CpPeacTB
Kpyntorpadmyeckon 3awuTbl MHOpPMALMM C OFpaHUYEHHbIM [OCTYMNOM, He coaepXallen
CBe[eHNI, COCTaBNSAOWMX rOCYAapPCTBEHHYIO TalHy ».
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JINCT pernctpauum n3MeHeHui

Homepa nuctoB (cTpaHuL)

Bcero nucTos

N3M.

N3MEHEHHbIX

3aMEHEHHbIX

aHHYnupo-
BaHHbIX

HOBbIX

(cTpaHuu) B
LOKYM.

N@

L OKYyMeHTa

Bxoasawumn
N° conpoBoau-

ITENbHOIMO A OKYM,
n aaTta

Moan.

[daTa
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